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Security Assurance Framework for Networked
Vehicular Technology

Abstract
SAFERtec proposes a flexible and efficient assurance framework for security and
trustworthiness of Connected Vehicles and Vehicle‐to‐I (V2I) communications aiming at
improving the cyber‐physical security ecosystem of “connected vehicles” in Europe. The
project will deliver innovative techniques, development methods and testing models for
efficient assurance of security, safety and data privacy of ICT related to Connected Vehicles
and V2I systems, with increased connectivity of automotive ICT systems, consumer
electronics technologies and telematics, services and integration with 3rd party
components and applications. The cornerstone of SAFERtec is to make assurance of
security, safety and privacy aspects for Connected Vehicles, measurable, visible and
controllable by stakeholders and thus enhancing confidence and trust in Connected
Vehicles.
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Glossary, acronyms and abbreviations

Glossary Term

Definition

Application note

Informative part of the PP containing supporting information that is
relevant or useful for the construction, evaluation or use of the TOE.

Attacker

A person or process acting on their behalf, trying to undermine the
security policy defined by the current PP, especially to change
properties of the assets that have to be maintained.

Authentication

A function intended to establish and verify a claimed identity.

Authentication
data

Data used to support verification of the identity of an entity.

Authenticity

The property that information is coming from a party whose identity
can be verified.

Calibration

Updating or confirming sensor monitor parameters held in the data
memory of a VU. Calibration of a VU requires the use of a workshop
card.

Data memory

An electronic data storage device built into the sensor monitor.

Digital Signature

Data appended to, or a cryptographic transformation of, a block of
data that allows the recipient of the block of data to prove the
authenticity and integrity of the block of data.

Event

An abnormal operation detected by the sensor monitor that may
result from a fraud attempt.

Fault

An abnormal operation detected by the sensor monitor that may
arise from an equipment malfunction or failure.

Hypervisor

Hardware and software infrastructure that generates and manages
platform‐independent applications (virtual machines)

Installation

The mounting of a sensor monitor in a vehicle.

Integrity

The property of accuracy and completeness of information.

Interface

A facility between systems that provides the media through which
they can connect and interact.
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Glossary Term

Definition

Manufacturer

The generic term for a manufacturer producing the sensor monitor
as the TOE.

Sensor monitor
identification data

Data identifying the sensor monitor: name of manufacturer, serial
number, approval number, embedded security component identifier
and operating system identifier. Sensor monitor identification data
are part of security data. These are stored in clear in the sensor
monitor’s permanent memory.

Sensor monitor’s
data

Data sent from the sensor monitor to the paired vehicle unit.

Pairing

A process whereby, in the presence of a workshop card, a VU and a
sensor monitor mutually authenticate each other, and establish a
session key to be used to protect the confidentiality and authenticity
of sensor monitor’s data exchanged between them in operation.

Pairing Data

Pairing data contains encrypted information about the date of
pairing, VU type approval number, and VU serial number of the
vehicle unit with which the sensor monitor was paired.

Personalisation

The process by which the equipment‐individual data are stored in
and unambiguously, inseparably associated with the related
equipment.

Security
Certification

Process to certify, by a Common Criteria certification body, that the
TOE fulfils the security requirements defined in the relevant
Protection Profile.

Security data

The specific data needed to support security enforcing functions (e.g.
cryptographic keys and certificates).

Self Test

Tests run cyclically and automatically to detect faults.

TSF data

Data created by and for the TOE that might affect the operation of
the TOE (CC part 1). In this PP TSF data the term security data is also
used.

User

A legitimate user of the TOE, being a paired vehicle unit.
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Glossary Term
User Data

Definition
Any data, other than security data, recorded or stored by the sensor
monitor.
User data include sensor monitor identification data and sensor
monitor’s data.
The CC gives the following generic definitions for user data: ‐ Data
created by and for the user that does NOT affect the operation of the
TSF (CC part 1). ‐ Information stored in TOE resources that can be
operated upon by users in accordance with the SFRs and upon which
the TSF places no special meaning (CC part 2).

Verification data

Data provided by an entity in an authentication attempt to prove
their identity to the verifier. The verifier checks whether the
verification data match the reference data known for the claimed
identity.

Acronym

Description

5GAA

5G Automotive Association

AA

Authorization Authority

AES

Advanced Encryption Standard

APP

Application

CA

Certification Authority

CAM

Cooperative Awareness Message

CBC

Cipher Block Chaining (an operation mode of a block cipher)

CC

Common Criteria

CEM

Common Evaluation Methodology

C‐ITS

Cloud ITS

CRL

Certificate Revocation List

CU

Communication Unit

DEMN

Decentralized Environmental Notification

DES

Data Encryption Standard (see FIPS PUB 46‐3)

EA

Enrolment Authority
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Acronym

Description

EAL

Evaluation Assurance Level (a pre‐defined package in CC)

ECIES

Elliptic Curve Integrated Encryption Scheme

EGF

External GNSS Facility

ETSI

European Telecommunications Standards Institute

FIPS

Federal Information Processing Standards

GDPR

General Data Protection Regulation

GLOSA

Green Light Optimal Speed Advisory

GNSS

Global Navigation Satellite System

HMAC

Hash‐based Message Authentication Code

HSM

Hardware Security Module

HW

Hardware

IT

Information Technology

ITS

Intelligent Transportation System

ICT

Information and communications technology

IVN

In‐Vehicle Network

LDM

Local Dynamic Map

LVI

Local Vehicle Information

LTE

Long Term Evolution

MAC

Message Authentication Code

NIST

National Institute of Standards and Technology

OBU

On‐Board Unit

OE

Operational Environment

OCSP

Online Certificate Status Protocol

OID

Object Identifier

OS

Operating System

OSP

Organisational Security Policy

PP

Protection Profile

PKI

Performance Key Indication
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Acronym

Description

RA

Registration Authority

RCA

Root Certificate Authority

RFC

Requests for Comments

R‐ITS

Roadside Intelligent Transportation System

SAR

Security Assurance Requirement

SFR

Security Functional Requirement

SSH

Secure Shell

SSL

Secure Sockets Layer

SPaT

Signal Phase and Timing

ST

Security Target

SW

Software

TLS

Transport Layer Security

TOE

Target of Evaluation

TSF

TOE Security Functionality

TSP

TOE Security Policy

V2I

Vehicle to Infrastructure

V2V

Vehicle to Vehicle

V2X

Vehicle to Everything

V‐ITS

Vehicle Intelligent Transportation System

VPN

Virtual Private Network

VU

Vehicle Unit
Table 1: List of Abbreviations
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Executive Summary
The present Deliverable, D3.2 “Quantification of Trustworthiness Attributes and Definition of
Assurance Levels of Connected Vehicle”, is part of the work of WP3 on the “Assurance
Framework” and presents the outcome of the task T3.2 that includes the main effort towards
the SAFERtec “Assurance Framework Development”.
During the course of the task the main development activities towards the definition of the
SAFERtec assurance framework were performed. The main context of the deliverable includes
the introduction and presentation of the SAFERtec Modular Protection Profile. SAFERtec
investigations during T3.1 regarding the most common, generally accepted, tested and
validated assurance methodologies indicated that the SAFERtec Assurance Framework should
be built based on Common Criteria (CC). In CC, one of the bases of the assurance procedure is
the Protection Profile. This deliverable provides evidence of advances towards the achievement
of project objectives.
The SAFERtec Modular Protection Profile is a novel work addressing many security assurance
challenges in the context of the Intelligent Transportation Systems. However, due to its novelty,
the Protection Profile is expected to be extensively reviewed and revised by the tasks and
activities carried out in T3.3 and WP5. Moreover, the SAFERtec Protection Profile will be
presented and put under consultation from relevant fora, organizations (like Car2Car
Communication Consortium, the ETSI WP5, 5GAA, C‐ROADS) and other ITS or Cybersecurity
European Projects.
The numerous involved entities/interfaces increase the complexity of the introduced
Protection Profile rendering its iterative reviews and experts’ remarks a key‐aspect for its
improvement. In addition, ITS technologies and standards are evolving quickly and elements
(reference architecture, risk analysis, use cases, etc.) continuously change and evolve. This
means that some features may be outdated even during the course of the reviewing process.
Thus, the SAFERtec Modular Protection Profile is a live document that is continuing to
dynamically evolve beyond the completion of the specific Task T3.2. In order to align with the
dynamic nature of the proposed Protection Profile, the work is presented with the following
format:
- The first part of the documents represents the Task T3.2 deliverable, that includes a general
overview of the task challenges and elements that include:
 Introduction of the Modular concept
 The Targets of Evaluation, the Base Protection profile, Asset definition and Module
Definition.
 Description of modules, objectives, threats and environments – which corresponds
to the first part of the PP (up to chapter Security Objectives).
 A methodology on how to fit real‐world implementations on the high‐level
description of the SAFERtec modular Protection Profile
This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement no 732319
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- The second part is the complete SAFERtec modular Protection Profile. It is composed of a set
of live documents with the current instantiation of the SAFERtec profile focusing on the
definition of Security Functional Requirements.
The readers and reviewers are encouraged to download and review the latest Protection Profile
that contains the full description of the Modular PP proposed by SAFERtec. The live documents
will include all the latest modifications after taking account the recommendations with the
objective to minimize uncertainties and maximize the SAFERtec footprint and effectiveness. The
latest Protection Profile documents are publicly available and can be downloaded by the
following link:
https://www.safertec‐project.eu/publications/modular‐pp/
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1 Introduction
The present Deliverable, D3.2 “Quantification of Trustworthiness Attributes and
Definition of Assurance Levels of Connected Vehicle”, is part of the work of WP3 on the
“Assurance Framework” and presents the outcome of the task T3.2 that includes the
main effort towards the SAFERtec “Assurance Framework Development”.
During the course of the task the main development activities towards the definition
of the SAFERtec assurance framework were performed. The main content of the
deliverable includes the introduction and presentation of the SAFERtec Modular
Protection Profile. SAFERtec investigations during T3.1 regarding the most common,
generally accepted, tested and validated assurance methodologies indicated that the
SAFERtec Assurance Framework should be built based on Common Criteria (CC)
[1][2][3]. In CC, the basis of the assurance procedure is the Protection Profile.
This task performed the main development activities towards the definition of the
SAFERtec assurance framework with the main objective to define the Protection Profile
that will be used as the substantial reference for the assurance of the Connected
Vehicle System. During the specific task:










The assurance‐related functional components for security, privacy, reliability
and safety for the Connected Vehicle were estimated.
The assurance procedure was extended to all Connected Vehicle assets, i.e.
services, applications, cyber‐physical components and networks.
The assurance procedure was developed with the main objective to cover the
Connected Vehicle in both system and component level.
Effort was spent in the definition of a generic but yet substantially specific,
implementation‐independent protection profile able to cover a plethora of
configurations.
Extraction of a set of rules and guidelines in order to allow the matching of the
Connected Vehicle high‐level system (functional and data) assets and the
hardware and software components that compose the system was performed.
Some basic testing techniques for evaluation of the security functional
requirements that will extend in the course of T3.3 were specified.
Conformance of the developed Protection Profile with regulations, policies,
standards and common practices was ensured.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement no 732319

Page 18 of 138

D3.2 – Assurance Framework Development ‐ Quantification of Trustworthiness Attributes and Definition
of Assurance Levels of Connected Vehicle

However, the end‐to‐end characterization of the Connected Vehicle is a difficult task,
due to the fact that it is composed by a plethora of hardware and software components
possibly manufactured by various OEMs. To this end, SAFERtec focused on the design
and development of the modular assurance framework and the Modular Protection
Profile, with the definition of specific objectives and security features for each system
high level‐asset.
The way that the assurance methodology is designed ensures that the methodology
can be also used by the manufacturers of the individual hardware components, upper‐
layer software and V2I applications of the vehicle platform.
Through the Modular Protection Profile, security requirements and controls related to
system reliability, safety, security and privacy are defined. Emphasis was given in the
dependability and interaction among various radio/network/physical/application
modules.
1.1 Purpose of the Document
The document describes the structure, rationale and implementation of the Protection
Profile of the SAFERtec assurance framework for the connected vehicle system. A set
of high‐level assets and system modules were defined. For each asset/module the
security assurance problem was assumed with the specification of the security
objectives, assumptions regarding its operation and operational environment, leading
to the Security Functional Requirements (SFRs). In the current document, all the
necessary definitions, descriptions and structural clarifications are provided. In the
Annex, a link to the live documents of the Modular Protection Profile (base and
modules) is provided, where the work of the task is presented in the formality of the
Common Criteria taking into account the current Standards, as well as the work
conducted by other renowned relevant fora.
The following WP3 goals were achieved:



to identify assurance‐related security‐privacy‐reliability requirements of the
Connected Vehicle System
to design the Assurance Framework, i.e. define the security functional and
assurance requirements that constitute the innovative modular Connected
Vehicle protection profile, based on the proposed assurance methodology.
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1.2 Intended readership
Besides the project reviewers and the consortium partners, this deliverable is
addressed to any interested reader (i.e. PU dissemination level). At its context, the
deliverable presents the results of the development of the SAFERtec assurance
framework.
1.3 Inputs from other projects
The work presented in this document partially exploits results coming from:
‐
‐
‐

The Car2Car Communications Consortium1, and the documents, white papers
and protection profiles extracted by the consortium workgroups.
The CARESEM ITS product evaluation framework resulted from the French IRT
SystemX project ISE.
The Hardware Security Module (HSM) – Communication Unit topologies
proposed by Evita 7th framework EU project.

1.4 Relationship with other SAFERTEC deliverables
The main achievement of the current deliverable and the work carried out during the
T3.2 of WP3 is the Protection Profile, which is the basis of the SAFERtec assurance
framework.
In order to develop the SAFERtec Protection Profile inputs from the following
Deliverables/Work Packages were exploited:
‐
‐
‐
‐

Requirements, risk analysis, threats, vulnerabilities and attack modeling from
D2.2 and D2.3 and the work conducted in the course of WP2 (Tasks 2.2 and 2.3).
Countermeasures and security controls from D2.4 and the work conducted in
the course of Task 2.4 of WP2.
The state‐of‐the‐art in existing or developing assurance methodologies and
tools from D3.1 of WP3.
Implementation details on a real‐world architecture from the effort spent by
the SAFERtec partners in the development of the test bench as described in
D4.1 and D4.2 of WP4.

Note that the consortium enjoys access to the relevant work of the Car2Car communication
Consortium on the basis of the co-signed NDA.
1
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The results of the deliverable will be used as input by the following project Tasks and
WPs:
‐
‐

‐
‐

In Task 3.3, it will provide the basis for the Assurance Framework Testing and
Refinement activities.
In WP5, the developed Protection Profile will be used to define a Security Target
(an implementation‐specific subset of Security Functional Requirements) that
will be put under evaluation.
In WP6, the SAFERtec toolkit will be used to translate the developed Protection
Profile into an application that will accelerate the assurance procedures.
In WP7, the SAFERtec Protection Profile will be disseminated in relevant fora
and organizations.

2 The concept of SAFERtec Modular Protection Profile
As Target of Evaluation (ToE), the high‐level asset of the ITS ecosystem is defined, that
is the Vehicle ITS Station (V‐ITS‐S). The V‐ITS‐S is defined as a set of functions and
functionalities that facilitate and provide ITS services to the Connected Vehicle, the
driver and all passengers.
In more detail, as V‐ITS‐S, we define all the hardware, software, networking and
communication components installed on the vehicle, or any other device carried on it
(e.g. by passengers). SAFERtec aims at offering an end‐to‐end assessment approach,
thus the ToE consists of many heterogeneous physical and logical modules that
generate, handle, store or disseminate plethora of information from many of sources.
The objective of the ToE is to provide ITS services through communication links
between vehicles (V2V), links from vehicles to their environment, e.g. road side units
and other ITS infrastructure (V2I), vehicle to an internet service (a.k.a. the cloud – V2C)
in a secure and reliable fashion.
The ToE contains multiple functional and data assets. When designing the Protection
Profile, a tradeoff is formed:


On the one hand, the ToE functionalities can be described in very specific details
imposing a strict functional architecture definition. In this case, the Protection
Profile will be applicable only for the few systems that follow the specific
architecture. It will not be possible to use it for systems that diverge from the
specified architecture even in a single‐component level.
This project has received funding from the European Union’s Horizon 2020
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On the other hand, the ToE can be described more abstractly, in a generic
implementation‐agnostic way. With this method, the Protection Profile will be
applicable for various architectures, designs and development scopes.
However, due to its generic nature it will not be able to provide strong security
requirements since many implementation details are omitted.

In order to find the best possible trade‐off between the two opposing approaches, the
SAFERtec Protection Profile is built based on the following principles:




A generic architecture is adopted, that can be successfully applied in a variety
of V‐ITS‐S implementations. This is necessary due to the complexity and the
heterogeneous nature of the V‐ITS‐S components. For example, during the
integration of a V‐ITS‐S, (hardware, software) components from various
OEMs/Development are combined together to provide a large and very
complex set of systems and services (from sensors, to modems, to Human
Machine Interfaces etc.). The degrees of freedom in the development of such a
system are so numerous, that it would be impossible to propose a detailed
architecture that could be applied to more than one implementation.
However, a modular approach is followed in the developed Protection Profile,
that will allow for the security assurance framework to be applicable on various
implementations. The overall ToE and the corresponding Protection Profile
breaks down to Modules. Briefly, a Module is a Protection Profile of a specific
high‐level asset of the original ToE. For modules that are regulated and defined
by standards and common best practices, we will be able to embed a level of
detail that will significantly improve the security assurance provided by the
SAFERtec framework. For modules that are not as precisely defined and contain
high levels of abstraction, the Protection Profile Module contains a more
generic TOE and security requirements description.
o Modularity means extensibility. Thus, adaptation and extension of the
Protection Profile after review (e.g. during T3.3 and WP5) or discussion
of the Protection Profile to standardization fora will not require
structural redesign of the overall protection profile, rather than
adaptation of specific modules and security requirements.
o Modularity means extensibility (2). For R‐ITS‐S, there is no need to re‐
investigate Communications Units, Applications or common high‐level
assets and modules. Reuse is possible and advisable.
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o Modularity means upgradability. Thus, new features or even completely
new modules can be attached to the Protection Profile without the need
for a structural redefinition of the complete system, only base PP
review.
o Modularity means ability to integrate. In case of existing, validated and
widely accepted protection profiles, these can be seamlessly integrated
into the SAFERtec framework with the addition of module. For example,
SAFERtec did not need to re‐investigate the Hardware Security Module
(HSM), since the Car2Car has already exposed a Protection Profile widely
accepted by the OEMS. In this case, it is not required to fully review the
Protection Profile, but only the base Protection Profile has to be updated
to maintain consistency and include the new module in the
configuration.
o Modularity means wider acceptance. Even if the SAFERtec Protection
Profile is not completely compatible with a specific instantiation of the
Connected Vehicle, assurance for specific system modules is feasible.
Moreover, in order to confine the applicability of the proposed Protection Profile
and subsequently increase the level of detail in the description, it is noted that the
V‐ITS‐S Protection Profile is built based on the SAFERtec Use Cases [4][5],[6],which
means that it is applicable for Day 12 ITS Services
2.1 The SAFERtec Modular PP
Due to the complexity of the V‐ITS‐S which is composed by multiple heterogeneous
components, a modular PP has been developed. The definition of a modular PP relies
on three main notions:


The Base Protection Profile (base‐PP) — The Base PP is the subset of system
assets that are necessary for the implementation of any possible compatible V‐
ITS‐S configuration. The base‐PP should define a subsystem that can be

'Day 1 services’: because of their expected societal benefits and the maturity of technology,
are expected to and should be available in the short term. They include: Hazardous location
notifications: Slow or stationary vehicle s & Traffic ahead warning, Road works warning,
Weather conditions, Emergency brake light, Emergency vehicle approaching, Other hazardous
notifications, Signage applications: In-vehicle signage, In-vehicle speed limits, Signal violation /
Intersection Safety, Traffic signal priority request by designated vehicles, Green Light Optimal
Speed Advisory GLOSA , Probe vehicle data, Shockwave Damping falls under ETSI Category
“local hazard warning”
2
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investigated independently, and it simultaneously provide all interfaces and
facilities for the interconnection of modules to the base in order to attach new
functionalities, and capabilities to the overall system.
Protection Profile module (PP‐module) — implementation‐independent
statement of assets and security objectives for the given high‐level ToE (the V‐
ITS‐S) complementary to the base Protection Profile. Practically, a Module is a
major asset for the high‐level ToE that it is not mandatory for the proper
operation of the components of the base‐PP. However, it offers a new set of
functions and information services accompanied with the corresponding
security services when attached and used together with one or more base‐PPs.
The Protection Profile module can be seen as a different‐complementary to the
base PP‐ consistent set of elements with a unique reference. PP‐modules
address security features of a given type of a high‐level TOE that cannot be
required uniformly for all products of this kind. It is noted that for a PP‐module,
the major asset is defined as the PP‐module ToE.
Protection Profile configuration (PP‐configuration) — protection profile
composed of base‐PP and PP‐module(s). A PP‐configuration results from the
combination of at least one PP‐module with its base‐ PP(s). A PP‐configuration
can select more PPs than the base‐PPs of the PP‐modules, but at least all of the
base PPs of the referred PP‐modules must be included in the PP configuration.
PP‐configurations are used like Protection Profiles.

For example: V‐ITS‐S (version A) = Base PP + Module PP 1 + Module PP 2:
The configuration of the V‐ITS‐S under investigation consists of the assets of the base
PP and the optional assets (from now on referred as Modules) 1 and 2. For example,
the V‐ITS‐S consists of the ITS application, the system hypervisor and the databases
(base PP), with use of an ITS‐G5 communication unit (PP‐module‐1) and a Global
Navigation Satellite System (GNSS) receiver (PP‐module 2)
V‐ITS‐S (version B) = Base PP + Module PP 1 + Module PP 3 + Module PP 4:
The configuration of the V‐ITS‐S under investigation consists of the assets of the base
PP and the optional Modules 1, 3 and 4. From the previous example, the GNSS receiver
is removed, and an HMI (Module PP3) and an LTE modem (Module PP4) is attached.
It is noted that both V‐ITS‐S configurations are able to provide specific ITS Day1 services
despite the fact that different modules (in number and type) are used and combined.
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2.1.1 ETSI TVRA description
In [7], the European Telecommunications Standards Institute (ETSI) published a
technical report that summarizes the results of a Threat, Vulnerability and Risk Analysis
(TVRA) study for vehicle‐to‐vehicle (V2V) and vehicle‐to‐infrastructure (V2I) for
Intelligent Transportation Systems (ITS) in 5.9GHz, i.e. using the ITS‐G5 radio standard.
The TVRA was used as a guide and reference for the development of the Protection
Profile of the SAFERtec assurance framework. The TVRA played significant role in the
work of this task leading in the specific deliverable, as well as the preceding modelling
work of WP2. TVRA’s main influence concerns:




The definition of security objectives.
The definition of threats and vulnerabilities.
The specification of countermeasures to mitigate the risks.

Nevertheless, the most significant adaptation for the SAFERtec approach is that the
definition of the V‐ITS‐S system assets and modules is based on the definition of
functional and data assets that are presented in [7]. The proposed V‐ITS‐S architecture
of [7] is depicted in Figure 1.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement no 732319

Page 25 of 138

D3.2 – Assurance Framework Development ‐ Quantification of Trustworthiness Attributes and Definition
of Assurance Levels of Connected Vehicle

Figure 1: In‐vehicle ITS Assets according to [7]

In Figure 1, it is presented that the V‐ITS‐S can actually be defined as a composition of
the following generic assets:







Service Control.
Protocol Control(s)
Sensor Monitor
Vehicle System Control
ITS Application(s)
Data assets (namely, Local Dynamic Map, Local Vehicle Information and
Configuration/Profile data).

The aforementioned structure was slightly modified in SAFERtec with small variations
in the definition and configuration of assets ([5]). The modified SAFERtec view is
presented in Figure 2.
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2.2 SAFERtec approach
The SAFERtec Assurance Framework relies on existing approaches, standards and tools
combined in an innovative way to achieve a high assurance level at system level for ITS
systems.
The SAFERtec approach relies on the only framework that provides strong and
recognized assurance results, the CC. But the procedure defined by CC is long and
expensive and for this reason does not scale well at system level. The SAFERtec
Assurance Framework is being developed with the goal to enhance the CC approach by
providing dedicated tools and knowledge bases to ease and speed up either the
developer’s input production or the relevant evaluation tasks. An overview of the
SAFERtec approach from [8] is presented in Figure 3.

Figure 2: In‐vehicle ITS system architecture in SAFERtec

In Figure 4, it can be seen that the SAFERtec Protection Profile exploits the following
resources:
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‐
‐
‐

The TVRA architecture and results
The Modelling work implemented in WP2
Other external resources from relevant standards and fora (e.g. Car2Car
Communication Consortium and several other Protection Profiles).

Figure 3: The SAFERtec approach overview
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Figure 4: Utilization of WP2 Input

Based on the aforementioned conceptual approach, Figure 5 depicts the V‐ITS‐S system
where the base‐PP and the optional PPs have been eventually identified:
 The base‐PP includes the service control subsystem which has embedded the
applications and the related databases.
 The optional PPs – distinguished as PP modules – that have been identified are: The
Sensor Monitor PP, the Communication Unit / Protocol Control Monitor PP and the
Vehicle System Control PP.
Some clarifications should be made on the modular PP architecture of Figure 5:
‐

The Service Control, the Application and the Databases (hosted on devices
administrated by the Service Control) are necessary for any type/implementation
of V‐ITS‐S. Therefore, since the Base PP is the subset of system assets that are
necessary for the implementation of any possible V‐ITS‐S configuration, these
assets form the Base PP.
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‐

All other high‐level assets are optional:
o The Communication Unit/Protocol Control is compulsory optional, meaning
that at least one should exist. However, it is possible to have two or more and
it is not considered mandatory to have, for example, both adhoc V2X and
legacy cellular network connectivity.
o The Sensor Monitor is optional, meaning that the type(s) of sensor used
depends on the application and the provided ITS‐S service.
o The Vehicle System Control module role, when no on‐vehicle actuators are
considered (Day 1 applications), is downgraded to a Human Machine
Interface, that will inform users, provide alarms and advises, advertise
services, etc.
o The HMI (Vehicle System Control) is optional.
o A cryptography module, the Hardware Security Module (HSM), i.e. a secure
module integrating key storage and cryptographic functions as defined in [9],
is also included. The HSM is integrated in the modular V‐ITS‐S PP as a PP
module, however, it is out of scope for the specific document. The HSM is
covered by the Car 2 Car Communication Consortium (C2C‐CC)[10], and in the
SAFERtec approach, the specific profile constitutes a PP module.
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Figure 5: The Modular Protection Profile architecture

2.3 Modular Protection Profile Configuration
The suggested Protection Profiles of the current document are designed in a modular
way in order to ensure the abstract and scalable setups of the vehicle intercomponent.
A universal V‐ITS asset and component security configuration is depicted in Figure 6,
where:
•

ITS Service Control is responsible for the secure resource allocations of
processes, process isolation, secure intercomponent communication
(5,8,3,9,10), Firmware/Software integrity, Secure Boot, enforcement of
Operating System Antiexploitation Protection mechanism, secure invocations
of cryptographic functions implemented by the Hardware Security Module
(HSM) and secure usage of cryptographic material (1,4,6).

•

ITS Application is responsible for the enforcement of security and privacy
preserving mechanisms in Application Layer regarding the integrity,
authenticity, confidentiality, anonymity and unlikability of TCP/IP data
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transmissions over cellular network (2) for communication with Central ITS or
other Cloud‐based infrastructures and the secure storage of
received/generated data (5) in organized collection of data (Databases – LVI,
LDM).
•

ITS Protocol Control is responsible for the enforcement of security and privacy
preserving mechanisms regarding integrity, authenticity, confidentiality,
anonymity, accountability and unlikability of CAM/DEM messages over ITS‐G5
network (7) for communication with Road Site Units (R‐ITS).

•

ITS Sensor ITS Sensor Monitor is responsible to provide environmental data to
Service Control for distribution to the other functional assets/modules on the
station and for the relatability of its generated data from the Sensors.

•

ITS Vehicle Control is responsible for the reliability of its computations and the
validity of the driver’s interactions with the Human Machine Interface (HMI).

The numbers mentioned in the above descriptions denote the defined information
flows/interfaces between assets and modules.

3 Base Protection Profile
3.1 TOE overview definition and operational usage
The Target of Evaluation (TOE) addressed by this protection profile is the base (includes
only the system components that are required for supporting any type of functionality)
of a vehicle system (V‐ITS‐S), intended to be installed in all types of cars and will be
referred as V‐ITS‐S Base.
The functionality supported by the V‐ITS‐S Base can be summarized in the following:
 Provides processing capabilities through the appropriate hardware and
software components.
 Provides storage capabilities through the appropriate hardware components.
 Provides the required functionality for managing/controlling various
communication interfaces that can be attached to the V‐ITS‐S Base (wireless,
cellular, V2X, sensors, car infotainment system, etc) in order to support retrieval
of data or/and transmission of generated data from/to interested parties inside
or outside the car.
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Figure 6: The Modular Protection Profile Configuration architecture

The V‐ITS‐S Base comprises of:
 the V‐ITS‐S Base Service Control that includes hardware and software (e.g.
operating system, firmware for network controllers and devices) facilitating all
input/output activities with the V‐ITS‐S Base.
 the V‐ITS‐S Base application that supports any processing of data received from
the vehicle or/and external entities regarding ITS.
 the V‐ITS‐S Base Storage Space that comprises the two main storage structures
of the V‐ITS‐S Base.
o V‐ITS Base Local Dynamic Map (LDM) is the storage structure that
contains V‐ITS‐S applications’ specific information. Data originates from
a variety of different sources such as the vehicle itself, infrastructure
units, traffic centers or on‐board sensors.
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o V‐ITS Base Local Vehicle Information (LVI) is the storage structure that
contains car related data which, however, are not immediately relevant
to a real‐time driving decision. LVI data may be used for maintenance or
may influence driving strategy. Indicatively, LVI may include:
identification data (Vehicle Identification Number, license plate),
manufacturer and model id’s, inventory of components on the vehicle,
known physical damages, service and maintenance status. LVI may also
hold private information for the driver/vehicle owner such as: name,
address, contact details, toll subscriber identity, credit card number etc.
It is noted that assets and modules may also retain data, i.e. configuration files, log files,
service profiles etc. The specific files concern the functionality of each asset/module
separately and they are not shared between assets/entities in the context of an ITS
application or service.

3.2 TOE configurations
The V‐ITS‐S base can be implemented either as a single hardware component with a
software stack that accommodates the service control, the application, and the data
bases (an isolated logical segment of the stack) as shown in Figure 7. Or as independent
components that are interconnected through a communication channel (e.g. Ethernet,
CAN bus, etc.) as shown in Figure 8.
3.2.1 TOE major security features for operational use
The TOE security features have been extracted based on the results of the WP2 analysis
and modeling, the ETSI TVRA and the Car2Car consortium draft protection profiles. The
TOE major security features for operational use include:
‐

‐

The V‐ITS Base Service Control should ensure the confidentiality, integrity and
availability of all processed and communicated (through optional interfaces)
data for every type of communication (inside and outside the vehicle) and
among every TOE part (V‐ITS Base APP, V‐ITS Base Storage Space and V‐ITS
Base Service Control).
V‐ITS Base Application should ensure the authenticity of the communicating
entities.
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‐

V‐ITS Base Data Storage Resources should ensure the integrity and availability
of all stored data. Additionally, driver’s location and all related stored data
should be kept confidential in those structures (LVI and LDM).

Figure 7: V‐ITS‐S as a Single Hardware/Software Stack

3.2.2 Use Cases
Requirements for the Base Protection Profile are designed to address the security
problems in the following use cases:
[USE CASE 1] Outgoing Content Generation
The V‐ITS Base Application generates content to be transmitted to remote entities (i.e.
Cloud ITS, C‐ITS [5]) over the local network topologies or internet through
communication channels (i.e. cellular network [56], or adhoc V2X).
[USE CASE 2] Incoming Content Consumption
The V‐ITS Base Application receives and process content from remote entities (C‐ITS)
over the local network topologies or internet through communication channels
(cellular network or adhoc V2X).
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[USE CASE 3] Local Storage Content Generation
The V‐ITS Base Application generates data and stores them into local storage (V‐ITS
Base Storage Space)
[USE CASE 4] Local Storage Content Consumption
The V‐ITS Base Application retrieves data from local storage (V‐ITS Base Storage Space)
[USE CASE 5] Server Systems Availability
The Service Control System Hypervisor provides a platform for server‐side services such
as file servers.
[USE CASE 6] Inter‐asset Communication
In‐Vehicle‐Networks, Ethernet and CAN busses ensure communication between
vehicle’s assets.

Figure 8 V‐ITS‐S with Independent Components

The Base Protection profile structurally distinguishes between a) Application and
Databases and b) Service Control. Under this context, the developed Base PP can be
seen as the conjunction of two sub‐PPs, that are presented below.
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3.3 Application and Databases
The PP components addressing and tackling challenges for the Application and
Database asset of the Base PP claim conformance to:
 Common Criteria for Information Technology Security Evaluation, Part 1:
Introduction and General Model; CCMB‐2017‐04‐001, Version 3.1, Revision 5,
April 2017
 Common Criteria for Information Technology Security Evaluation, Part 2:
Security Functional Components; CCMB‐2017‐04‐002, Version 3.1, Revision 5,
April 2017
 Common Criteria for Information Technology Security Evaluation, Part 3:
Security Assurance Components; CCMB‐2017‐04‐003, Version 3.1, Revision 5,
April 2017
3.3.1 Application and Databases asset description and Security problem definition
ITS Applications: It is a set of functional assets that process ITS data for local use and
determine when to initiate communications with other stations. Examples of the
functions that ITS applications may perform are:






Local Dynamic Map (LDM) maintenance.
Processing of ITS‐relevant information received from in‐vehicle or external
sources.
Evaluation of SPaT, DEMN.CAM and MAP messages.
Notifying the driver or passengers of relevant information.
Passing commands through Service Control to request other functional assets
to take direct actions on the vehicle. For ITS Day 1 services, this functionality
will not be included, since there are no actuators considered ads part of the
Vehicle Control system.

An ITS application may originate messages for transmission using a communication
interface (protocol control / communication unit modules). Information exchange
through system assets is enabled through the service control asset that manages all
interactions.
Depending on the developed V‐ITS‐S, different applications could be established like
driver‐assistance applications, infotainment applications, supporting applications for
information gathering/manipulation, etc.
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The ITS Application is installed on resources of the Service Control. Information is
forwarded through the service control in system assets/components and eventually
through the protocol control to cooperating network entities and resources.
Databases: Databases are the data assets of the V‐ITS‐S which maintain information
and generate all sources of data that are available in the vehicle. The two types of
databases are Local Dynamic Map (LDM) and Local Vehicle Information (LVI) and are
installed on Service Control Hardware.
Local Dynamic Map: The LDM is an in‐vehicle dynamically updated repository of data
related to local driving conditions. It includes:




Data from all available sensors and modules that offer real‐time information for
the driving and vehicle status.
Data and information extracted from the received ITS messages (SPaT, CAM,
DENM etc.).
Data from the cloud or the internet that may be used for route planning or
driving/travel assistance.

Local Vehicle Information: It contains data that relates to the vehicle but that may not
be immediately relevant to real‐time driving decision. However, LVI data may be used
for maintenance or may influence driving strategy. LVI may include:






identification data (Vehicle Identification Number, license plate).
manufacturer and model id’s.
inventory of components on the vehicle.
known physical damages.
service and maintenance status.

LVI may also hold private information for the driver/vehicle owner such as:






name
address
contact details
toll subscriber identity
credit card number

Databases are installed on Service Control resources. As an operating, functional
software entity, it is managed and monitored by the Service Control. Structure (tables,
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schemas, queries), users and content are managed by a proper ITS application.
Nevertheless, Service Control may also define content – relevant to information and
application management, resource allocation etc.
It is noted that the definition of assets is based on an operational perspective. This
means that the identified assets may share common hardware resources. However,
Service control, ITS Applications and data assets are implemented in a shared pool of
resources that includes one or more processing units, and an in‐vehicle network (IVN)
implemented through Ethernet and/or CAN bus.
3.3.1.1

Threats

Threats on the TOE affecting (applied on or activated through) the ITS Application
assets are listed in the table below. Abbreviation of the threats is done using common
practices in existing CC‐based PP definitions.
Label
T.APP_EXTREME_SOLICITATION

Threat
The attacker could perform a DoS attack, either by
crashing the server or flooding the service, thus
making the system or the server unavailable for
legitimate users.

T.APP_DATA_MANIPULATION

A successful modification of identification data
held by the TOE or incoming data from other
sources would allow an attacker to mispresent
driver activities or useful information obtained
from the TOE.

T.APP_DATA_LEAKAGE

Attackers could try to leak data from the TOE to
third parties who should not receive this data.

T.APP_FIRMWARE_

An attacker could alter the firmware to a
malicious one or take root permissions of the
device that hosts the firmware. In this way an
attacker achieves abnormal operation and
handles the system resources.

APPLICATION_ALTERATION

T.APP_FIRMWARE_APPLICATION

An attacker could find an image of the system,
thus extracting information about the links of the
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_REVERSE_ENGINEERING

application (e.g. packets' transaction), the default
passwords and the operation of the system.

T.APP_SYSTEM_

Humans could try to access functions not allowed
to them, to modify, delete user data or
mispresent driver activities.

UNAUTHORIZED_ACCESS

Table 2 V‐ITS Application Related Threats
3.3.1.2

Assumptions

The usage of assumptions on the security environment is used in order to strictly define
the security problem by excluding assets, threats and vulnerabilities that are out of the
scope of this PP.
Assumptions on the TOE operational environment regarding the ITS applications are
listed in the table below.
Name
A.PKI

Assumptions on the TOE operational environment
It is assumed that the TOE operational environment
provides Public Key Infrastructure including but not
restricted to Root (and intermediate Root) Certificate
Authority (RCA), Enrolment Authority (EA), and
Authorization Authority (AA). The PKI is assumed to be
able to indirectly revoke EA, and AA certificates by
issuing Certificate Revocation Lists (CRLs) that blacklist
specific compromised EAs and AAs.

A.HSM

It is assumed that the TOE operational environment
provides a V2X Hardware Security Module (HSM) for
random number generation, key generation, storage,
destruction, digital signature generation, and
encryption.

A.TIME_POS

It is assumed that the TOE operational environment
provides reliable time and position stamps.
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Name
A.TRUSTED_ADMIN

Assumptions on the TOE operational environment
It is assumed that the TOE Administrator is trustworthy
and well‐trained.

A.TRUSTED_USER

The TOE users are not hostile, and they do not attempt
any physical tamper of the TOEs hardware
subcomponents.
Table 3 V‐ITS Application Related Assumptions

3.3.1.3

Organisational security policies

An Organizational Security Policy (OSP) is a set of rules or procedures that is imposed
by an organization on its operations to protect its sensitive data. In the case of the Base
PP and in respect to the role of the ITS Application and Data Assets, the OSPs are listed
in the table below.
Name

Organisational Security Policies

P.EXCLUSIVE_HSM

All key generation, signature generation and
encryption/decryption operations shall be performed by
the V2X HSM.
Random number generation shall be performed either in
the TOE or in the V2X HSM.

Table 4 V‐ITS Application Related Organisational Security Policies

3.3.2 Application and Databases Security objectives
The following lists contain the Security Objectives that are identified and need to be
identified by the PP. The attached tables in Sec. 3.3.2.1 contain objectives that:
‐
‐

Concern objectives of the functional and security services offered by the base
PP and in particular the high‐level assets of ITS Applications and Databases.
Are the result of the Risk and Vulnerability analysis performed in the course of
WP2.
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3.3.2.1

Security objectives for the asset

The TOE security objectives address the protection to be provided by the TOE. They are
listed in the table below.
Security Objective

Description

O.APP_SOFTWARE_INTEGRITY

The TOE shall ensure the integrity of V‐ITS
software

O.APP_INTEGRITY_OF_RECEIVED_DA
TA

The TOE shall ensure the integrity of received
data from C‐ITS.

O.APP_CONFIDENTIALITY_OF_TRANS
MITTED_DATA

The TOE shall ensure the confidentiality of
transmitted data sent to C‐ITS. It is noted that,
Web based communication over TLS with direct
communication with the C‐ITS or another Cloud
based infrastructures over 3G/LTE neatwork.

O.APP_UNLIKABILITY_OF_TRANSMIT
TED_DATA

The TOE shall ensure that all user related
attributes cannot reveal the his/her identity.

O.APP_STORED_DATA_
AVAILABILITY

The TOE must be able to ensure the availability
of the stored data.

O.APP_STORED_DATA_CONFIDENTIA
LITY

The TOE must be able to satisfy the data
confidentiality of the stored data.

O.APP_STORED_DATA_ ANONYMITY

The TOE must be able to ensure the anonymity of
the stored data.

O.APP_STORED_DATA_INTEGRITY

The TOE must be able to satisfy the data integrity
of the stored data by applying inconsistence or
plausibility checks.

O.APP_AVAILABILITY_OF_RECEIVED_
DATA

The TOE shall ensure the availability of received
data from C‐ITS

O.APP_USER_AUTHORIZATION

The TOE shall ensure that only authorized users
can use the V‐ITS application and transmit data
to C‐ITS.

O.APP_AUTHENTICITY_OF_RECEIVED
_DATA

The TOE shall ensure the authenticity of the
received data from C‐ITS.

Table 5 V‐ITS Application Related security objectives
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3.3.2.2

Security objectives for the operational environment

The following security objectives are made for the to the TOE’s operational
environment, i.e. the operational environment of the ITS Application. The operational
environment should ensure that these objectives are achieved in order to counter the
defined threats, OSPs and assumptions. Since in general, the operational environment
is external to the TOE (and thus out of scope), the set of aforementioned assumptions
should be able to cover them.
Name

Assumptions on the TOE operational environment

OE.PKI

It is assumed that the TOE operational environment provides Public
Key Infrastructure including but not restricted to Root (and
intermediate Root) Certificate Authority (RCA), Enrolment Authority
(EA), and Authorization Authority (AA). The PKI is assumed to be
able to indirectly revoke EA, and AA certificates by issuing
Certificate Revocation Lists (CRLs) that blacklist specific
compromised EAs and AAs.

OE.TIME_POS

It is assumed that the TOE operational environment provides
reliable time and position stamps.

OE.INTEGRATION

It is assumed that appropriate technical and/or organisational
security measures in the phase of the integration of the TOE life
cycle model guarantee the confidentiality, integrity and authenticity
of the assets of the TOE

OE.TRUSTED_ADMIN It is assumed that the TOE Administrator is trustworthy and well‐
trained.
OE.TRUSTED_USER

The TOE users are not hostile, and they do not attempt any physical
tamper of the TOEs hardware subcomponents.

Table 6 V‐ITS Application Related security objectives for operational Environment

3.3.2.3

Security objectives Rationale

The Security Objectives Rationale performs a matching between the threats,
assumptions, OSPs vs. Security Objectives for the TOE and the Operational
environment, as required in the context of the CC process.
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Threat, Assumption, OSP

Security Objective

Rationale

T.APP_EXTREME_SOLICIT
ATION

O.APP_USER_AUTHORIZATI
ON

The threat
T.APP_EXTREME_SOLICITATION is
countered by O.
APP_USER_AUTHORIZATION as this
ensures that only legitimate registered
users are able to send and receive data.

T.APP_DATA_MANIPULA
TION

O.APP_STORED_DATA_
AVAILABILITY

The threat T.APP_DATA_MANIPULATION
is countered by
O.APP_INTEGIRY_OF_RECEIVED_DATA as
this ensures that the received data from
C‐ITS‐S are not altered during
transmission. The objective. The threat T.
APP_DATA_MANIPULATION is countered
by O.
APP_AUTHETICITY_OF_RECEIVED_DATA
as this can ensures that the received data
are generated by a legitimate source.
The threat T. APP_DATA_MANIPULATION
is countered by The threat T.
APP_DATA_MANIPULATION is countered
by O. APP_SOFTWARE_INTEGRITY as this
can ensures that the ITS software cannot
be easily exploited even if it contains
exploitable vulnerabilities by an attacker.

O.APP_INTEGIRY_OF_RECEI
VED_DATA
O.APP_AVAILABILITY_OF_R
ECEIVED_DATA
O.APP_AUTHETICITY_OF_RE
CEIVED_DATA
O.APP_SOFTWARE_INTEGRI
TY

T.APP_DATA_LEAKAGE

The threat T. APP_DATA_LEAKAGE is
countered by O.
APP_CONFIDENTIALITY_OF_
APP_TRANSMITTED_DATA as this ensures
that the transmitted data to C‐ITS‐S are
not in readable format and an attacker is
O.APP_STORED_DATA_CON
unable to read their content.
FIDENTIALITY
The threat T. APP_DATA_LEAKAGE is
O.APP_UNLIKABILITY_OF_ST
countered by
ORED_DATA
O. APP_UNLIKABILITY
_OF_TRANSMITTED_DATA as this ensures
O.APP_UNLIKABILITY_OF_T
that the transmitted data to C‐ITS‐S
RANSMITTED_DATA
regarding the identity of the user are not
in traceable format and an attacker is
unable to trace his/her actions from the
transmitting data even if he gains read
access of their content.

O.APP_CONFIDENTIALITY_O
F_TRANSMITTED_DATA
O.APP_SOFTWARE_INTEGRI
TY
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Threat, Assumption, OSP

Security Objective

Rationale
The threat T. APP_DATA_LEAKAGE is
countered by O.
APP_SOFTWARE_INTEGRITY as this can
ensures that the ITS software cannot be
easily exploited even if it contains
exploitable vulnerabilities. That deprives
the attacker’s ability to compromise the
generated data of the V‐ITS‐S user.
The threat T. APP_DATA_LEAKAGE is
countered by O.
APP_STORED_DATA_CONFIDENTIALITY as
this can ensures that the generated data
are in not readable format even if an
attacker gain unauthorized access into
the system. The threat T.
APP_DATA_LEAKAGE is countered by O.
APP_UNLIKABILITY_OF_STORED_DATA
as this can ensures that all stored data do
not contain any traceable identities
regarding the user’s actions even if an
attacker gain unauthorized access into
the data.

T.APP_FIRMWARE_APPLI
CATION_ALTERATION

O.APP_SOFTWARE_INTEGRI
TY

The threat T.
APP_FIRMWARE_APPLICATION_ALTERATI
ON is countered by O.
APP_SOFTWARE_INTEGRITY as this can
ensures that the ITS software cannot be
easily exploited and change its behaviour
even if it contains exploitable
vulnerabilities.

T.APP_FIRMWARE_APPLI O.APP_USER_AUTHORIZATI
CATION_REVERSE_ENGIN ON
EERING

The threat
T.APP_FIRMWARE_APPLICATION_REVERS
E_ENGINEERING is countered by O.
APP_USER_AUTHORIZATION as this
ensures that only registered legitimate
users are able to gain access to system’s
file system.

T.APP_SYSTEM_UNAUTH
ORIZED_ACCESS

The threat
T.APP_SYSTEM_UNAUTHORIZED_ACCESS
is countered by O.
APP_USER_AUTHORIZATION as this

O.APP_USER_AUTHORIZATI
ON
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Threat, Assumption, OSP

Security Objective

Rationale
ensures that only registered legitimate
users are able to gain access to system’s
file system and services with privileged
rights.

The operational environment objective
OE.PKI is realized through A.PKI.
The operational environment objective
A.HSM
OE.HSM
OE.HSM is realized through A.HSM.
The operational environment objective
A.TIME_POS
OE.TIME_POS
OE.TIME_POS is realized through A.
TIME_POS.
The operational environment objective I
A.INTEGRATION
OE.INTEGRATION
OE.NTEGRATION is realized through
A.INTEGRATION.
The operational environment objective
A.TRUSTED_ADMIN
OE.TRUSTED_ADMIN
OE.TRUSTED_ADMIN is realized through
A.TRUSTED_ADMIN
The operational environment objective
A.TRUSTED_USER
OE.TRUSTED_USER
OE.TRUSTED_USER is realized through
A.TRUSTED_USER
Table 7 V‐ITS Application Security objectives Rationale
A.PKI

OE.PKI

3.3.3 Next step for the developed Protection Profile
The next steps in the development of the Protection Profile includes the disclosure of
the security controls – countermeasures, that mitigate the threats and help the TOE to
meet the identified objectives. These are the Security Functional Requirements (SFRs)
in the CC notation and terminology.
In CC, the SFRs are selected by a generic set of predefined options that span over
possible security services for an IT system. These options contain customizable fields
that provide the flexibility to the PP authors to fit the SFR into the specific application.
The SFRs are organized into classes, families, components and elements based on their
scopes and objectives.
Since CC are the basis of this work, the same approach was followed also in the case of
the V‐ITS‐S base PP and particularly the SFRs used for ITS Application. In case, where
the existing SFRs are found not able to cover a security control applied to the
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application asset, an Extended Component should be defined using the CC
formalization. Thus, the next steps for the development of the PP includes:
‐
‐
‐
‐

Definition of extended components
Definition and customization of SFRs with application notes whenever required
Association of SFRs with specific Security Objectives.
The final step for the PP contains the Security Assurance Requirements that are
common for all PPs (base and modules) of this work.

These steps are not presented in this section, since they require a certain level of
familiarization with CC. The latest version of the complete module PP can be
downloaded from: https://www.safertec‐project.eu/publications/modular‐pp/

The document is continuously updated based on reviews, test results and
recommendations. The reader is suggested to download and review the latest version.

3.4 Service Control
The PP components addressing and tackling challenges for the Service Control asset
of the Base PP claim conformance to:
 Common Criteria for Information Technology Security Evaluation, Part 1:
Introduction and General Model; CCMB‐2017‐04‐001, Version 3.1, Revision 5,
April 2017
 Common Criteria for Information Technology Security Evaluation, Part 2:
Security Functional Components; CCMB‐2017‐04‐002, Version 3.1, Revision 5,
April 2017
 Common Criteria for Information Technology Security Evaluation, Part 3:
Security Assurance Components; CCMB‐2017‐04‐003, Version 3.1, Revision 5,
April 2017
3.4.1 Service Control asset description
It is a functional asset of major importance as it enables information exchange between
vehicle’s assets. It manages the inter‐process communication without altering the
content of communications.
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Service control manages all the services and defines all access rules for the interaction
between assets. It also takes responsibility, for the management of the hardware
resources and the respective interfaces and networks that are shared into the vehicle.
It is responsible for handling and managing information about ITS application
configuration, including:
‐

The list of applications installed and activated for transmission.

‐

The list of applications installed and activated for reception.

‐

The list of applications installed but not activated.

Service control may originate messages for ITS‐G5 transmission as heartbeats/beacons
in order to maintain the ability to use a service and maintain a service profile.
Depending on the system to be developed, different implementations and
configurations in hardware and software may be used. Indicatively, in the table below
are presented some examples of hardware and software that can be used for the
development of the system.
Hardware Assets
Ethernet Gateway

Software Assets
Firmware for network devices and
controllers
CAN Gateway
Operating Systems
Ethernet bus
Applications facilitating the information
exchange e.g. DDS, LCM, Apache Kafka,
REST service etc.
Routers
router‐level middleware
Firewall(HW)
Firewall (SW)
Computing systems hosting apps and ‐
services
It should be noted that service control is not restricted in a single piece of hardware or
software. Implementations of V‐ITS‐S where Service Control operates on a single or
multiple hardware components are presented in Figure 7 and Figure 8.
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Any mechanism that concerns inter‐process and inter‐asset communication, ITS
component resource allocation and middleware‐OS that enables and monitors ITS
procedures should be included in the Service Control asset. As a rule of thumb, Service
Control includes:
‐

Signalling procedures and interrupts

‐

All information exchange busses and waypoints included in the specific ITS
instantiation.

‐

All protocols (from network to application) that manage and monitor
information exchange without intervening in the ITS content or ITS
functionality.

‐

All hardware components that enable asset/component communication and
data storage.

Since the Service Control manages all inter‐asset communication and performs
resource (computational and storage) allocation to services, devices, interfaces and
applications, the Service Control can be considered the System Hypervisor, i.e. the V‐
ITS‐S Operating System (OS). In the following text, the Service Control entity that
performs all management and coordination procedure is interchangeably described by
the term System Hypervisor or V‐ITS‐S OS.
3.4.2 Service Control Security problem definition
3.4.2.1

Threats

Threats on the TOE affecting (applied on or activated through) the Service Control asset
are listed in the table below. Abbreviation of the threats is done using the CC
formalization. Prefix SC indicates Service Control as the respective asset.
Target

System
Hypervisor

Label
T.SC_NETWORK_ATTACK

Threat
An attacker is positioned on a
communications channel or
elsewhere on the network
infrastructure.
Attackers may engage in
communications
with
applications and services
running on or part of the
System Hypervisor with the
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Target

Label

T.SC_NETWORK_EAVESDROP

T.SC_LOCAL_ATTACK

T.SC_LIMITED_PHYSICAL_ACCESS

T. SC_ADDRESS SPOOFING

Network

T. SC_CONTINUOUS
AUTHENTICATION ATTEMPT

Threat
intent
of
compromise.
Engagement may consist of
altering existing legitimate
communications.
An attacker is positioned on a
communications channel or
elsewhere on the network
infrastructure.
Attackers may monitor and
gain access to data exchanged
between applications and
services that are running on or
part of the System Hypervisor.
An attacker may compromise
applications running under
the System Hypervisor. The
compromised application may
provide maliciously formatted
input to the Hypervisor
through a variety of channels
including unprivileged system
calls and messaging via the file
system.
An attacker may attempt to
access data on the Hypervisor
while having a limited amount
of time with the physical
device.
The threat agent of the
external network may try to
access the internal network by
spoofing the source IP address
as the internal IP address.
The threat agent can acquire
the authorized user rights by
attempting
continuous
authentication to access the
TOE.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement no 732319

Page 50 of 138

D3.2 – Assurance Framework Development ‐ Quantification of Trustworthiness Attributes and Definition
of Assurance Levels of Connected Vehicle

Target

Label
T. SC_ILLEGAL INFORMATION INFLOW

T. SC_ILLEGAL INFORMATION OUTFLOW

T. SC_IMPERSONATION

T. SC_RECORDING FAILURE

T. SC_REPLAY ATTACK

T. SC_STORED DATA DAMAGE

T.SC_DATA_MANIPULATION

T.SC_DATA_LEAKAGE
CAN bus

T.SC_SYSTEM_
UNAUTHORIZED_ACCESS

Threat
The threat agent can violate
the internal network with
inflow of not allowed
information from outside.
The Internal user can have
illegal information exposed to
the outside through the
network.
The threat agent can access
the TOE by masquerading as
an authorized user.
The threat agent can disable
recording of security‐related
events of the TOE by
exhausting storage capacity.
The threat agent can access
the TOE by replaying the
authentication data of an
authorized user.
The threat agent can expose,
modify and delete TSF data
stored in the TOE in an
unauthorized method.
A successful modification of
identification data on the CAN
bus would allow an attacker to
mispresent driver activities or
useful information obtained
from the CAN bus.
Attackers could try to leak
unencrypted data from the
CAN bus to third parties who
should not receive this data.
Humans could try to access
functions not allowed to
them, to modify, delete user
data or mispresent driver
activities.
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3.4.2.2

Assumptions

In order to strictly define the security problem focusing on the Service Control,
excluding assets, threats and vulnerabilities that are exterior and thus out of the scope,
a set of assumptions is specified.
Assumptions on the TOE operational environment regarding the ITS applications are
listed in the table below.
Target

Name

Assumptions on the
operational environment

A.TIME_POS

It is assumed that the TOE
operational
environment
provides reliable time and
position stamps.

A.PLATFORM

The System Hypervisor relies
upon a trustworthy computing
platform for its execution.

A.PROPER_USER

The user of the System
Hypervisor is not willfully
negligent or hostile, and uses the
software in compliance with the
applied enterprise security
policy. At the same time,
malicious software could act as
the user, so requirements which
confine malicious subjects are
still in scope.

A.PROPER_ADMIN

The administrator of the
Hypervisor is not careless,
willfully negligent or hostile, and
administers the Hypervisor
within compliance of the applied
enterprise security policy.

A.OPERATING_SYSTEM_REINFORCEMEN
T

Unnecessary services or means
shall be removed from the
operating system, and security

System
Hypervisor

Network
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Target

Name

Assumptions on the
operational environment

TOE

shall be enhanced to better
protect against vulnerabilities in
the operating system thereby
ensuring its reliability and
stability.

3.4.2.3

A. PHYSICAL_SECURITY

The Firewall shall be located in
physically secure environment
that can be accessed only by the
authorized administrator.

A. SECURITY_MAINTENANCE

When the internal network
environment changes due to
change
in
the
network
configuration, host increase/
decrease and service increase/
decrease, etc., the changed
environment and security policy
shall immediately be reflected in
the Firewall operation policy so
that security level can be
maintained to be the same as
before.

A. SINGLE_POINT_OF_CONNECTION

All communications between the
external and internal networks
are carried out only through the
Firewall.

A. TRUSTED_ADMINISTRATOR

The authorized administrator of
the Firewall shall not have any
malicious intention, receive
proper training on the Firewall
management, and follow the
administrator guidelines

Organisational security policies

In the case of the Base PP and in respect to the role of the Service Control, the OSPs
are listed in the table below
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Target

Policy Name

Policy Definition

P.AUDIT

To trace responsibilities on all security‐
related activities, security‐related events
shall be recorded and maintained and
reviewed

P.SECURE
MANAGEMENT

The TOE shall provide management
means for the authorized administrator to
manage the TOE in a secure manner.

Network

3.4.3 Service Control Security objectives
3.4.3.1

Security objectives for the asset

The TOE security objectives address the protection to be provided by the TOE are
listed in the table below.
Target

System
Hypervisor

Security Objectives

Description

O.ACCOUNTABILITY

Conformant Hypervisors ensure that
information
exists
that
allows
administrators to discover unintentional
issues with the configuration and
operation of the operating system and
discover its cause. Gathering event
information
and
immediately
transmitting it to another system can also
enable incident response in the event of
system compromise.
Conformant Hypervisors ensure the
integrity of their update packages.
Hypervisors are seldom if ever shipped
without errors, and the ability to deploy
patches and updates with integrity is
critical to enterprise network security.
Conformant
Hypervisors
provide
execution
environment‐based
mitigations that increase the cost to
attackers by adding complexity to the
task of compromising systems.

O.INTEGRITY
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Target

Security Objectives

Description

O.MANAGEMENT

To facilitate management by users and
the enterprise, conformant hypervisors
provide consistent and supported
interfaces for their security‐relevant
configuration and maintenance. This
includes the deployment of applications
and application updates through the use
of platform‐supported deployment
mechanisms and formats, as well as
providing mechanisms for configuration
and application execution control.
To address the issue of loss of
confidentiality of credentials in the event
of loss of physical control of the storage
medium, conformant hypervisors provide
data‐at‐rest protection for credentials.
Conformant Hypervisors also provide
access controls which allow users to keep
their files private from other users of the
same system.
To address both passive (eavesdropping)
and active (packet modification) network
attack threats, conformant Hypervisors
provide mechanisms to create trusted
channels for CSP and sensitive data. Both
CSP and sensitive data should not be
exposed outside of the platform.
The TOE shall record and maintain
security‐related events in order to enable
tracing of responsibilities for security‐
related acts and shall provide means to
review the recorded data.
The TOE shall protect TSF data stored in
the TOE from unauthorized exposure,
modify and deletion.
The TOE shall uniquely identify user and
authenticate identity of user.

O.PROTECTED_STORAGE

O.PROTECTED_COMMS

O.AUDIT

Network

O.DATA PROTECTION

O.IDENTIFICATION AND
AUTHENTICATION
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Target

3.4.3.2

Security Objectives

Description

O.INFORMATION FLOW
CONTROL

The TOE shall control outflow and inflow
of unauthorized information from inside
to outside or from outside to inside.

O.MANAGEMENT

The TOE shall provide means for the
authorized administrator of the TOE to
efficiently manage the TOE in a secure
manner.

Security objectives for the operational environment

The following security objectives are directed to the TOE’s operational environment,
i.e. the operational environment of the Service Control asset. The operational
environment should ensure that these objectives are achieved in order to meet the
defined threats and OSPs.
Target

OS

Name

Assumptions on the
operational environment

OE.TIME_POS

It is assumed that the TOE
operational environment provides
reliable time and position stamps.

OE.PLATFORM

The OS relies on being installed on
trusted hardware.

OE.PROPER_USER

The user of the OS is not willfully
negligent or hostile, and uses the
software within compliance of the
applied enterprise security policy.
Standard user accounts are
provisioned in accordance with
the least privilege model. Users
requiring higher levels of access
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Target

Name

Assumptions on the
operational environment

TOE

should have a separate account
dedicated for that use.
OE.PROPER_ADMIN

The administrator of the OS is not
careless, willfully negligent or
hostile, and administers the OS
within compliance of the applied
enterprise security policy.

OE.OPERATION_SYSTEM_REINFORCE
MENT

Unnecessary services or means
shall be removed from the
operating system, and security
shall be enhanced to better
protect against vulnerabilities in
the operating system thereby
ensuring its reliability and
stability.

OE. PHYSICAL SECURITY

The TOE shall be located in
physically secure environment
that can be accessed only by the
authorized administrator.

OE. SECURITY MAINTENANCE

When the internal network
environment changes due to
change
in
the
network
configuration, host increase/
decrease and service increase/
decrease, etc., the changed
environment and security policy
shall immediately be reflected in
the TOE operation policy so that
security level can be maintained
to be the same as before.

Network
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Target

3.4.3.3

Name

Assumptions on the
operational environment

TOE

OE. SINGLE POINT OF CONNECTION

All communications between the
external and internal networks are
carried out only through the TOE.

OE. TIME STAMP

The TOE shall accurately record
the security related events by
using the reliable time stamps
provided by the TOE operational
environment.

OE. TRUSTED ADMINISTRATOR

The authorized administrator of
the TOE shall not have any
malicious
intention,
receive
proper training on the TOE
management, and follow the
administrator guidelines.

Security objectives Rationale

This section describes how the assumptions, threats, and organizational security
policies map to the security objectives for the base PP and more specific the Service
Control high level asset.
Threat, Assumption, or OSP

T.NETWORK_ATTACK

Security Objectives

O.PROTECTED_COMMS,
O.INTEGRITY,
O.MANAGEMENT

Rationale
The threat
T.SC_NETWORK_ATTACK
is countered by
O.PROTECTED_COMMS
as this provides for
integrity of transmitted
data.
The threat
T.SC_NETWORK_ATTACK
is countered by
O.INTEGRITY as this
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Threat, Assumption, or OSP

Security Objectives

T.NETWORK_EAVESDROP

O.PROTECTED_COMMS,
O.MANAGEMENT

T.SC_LOCAL_ATTACK

O.INTEGRITY

T.SC_LIMITED_PHYSICAL_A
CCESS

O.PROTECTED_STORAGE

Rationale
provides for integrity of
software that is installed
onto the system from
the network.
The threat
T.NETWORK_ATTACK is
countered by
O.MANAGEMENT as this
provides for the ability to
configure the OS to
defend against network
attack.
The threat T.
SC_NETWORK_EAVESDR
OP
is countered by
O.PROTECTED_COMMS
as this provides for
confidentiality of
transmitted data.
The threat T.
SC_NETWORK_EAVESDR
OP is countered by
O.MANAGEMENT as this
provides for the ability to
configure the OS to
protect the
confidentiality of its
transmitted data.
The objective
O.INTEGRITY protects
against the use of
mechanisms that weaken
the TOE with regard to
attack by other software
on the platform.
The objective
O.PROTECTED_STORAGE
protects against
unauthorized attempts
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Threat, Assumption, or OSP

T. SC_ADDRESS_SPOOFING

T.
SC_CONTINUOUS_AUTHEN
TICATION_ATTEMPT

T. SC_ILLEGAL
INFORMATION INFLOW

T. SC_ILLEGAL
INFORMATION OUTFLOW

T. SC_IMPERSONATION

T. SC_RECORDING FAILURE

Security Objectives

Rationale
to access physical
storage used by the TOE.
The threat T.
SC_ADDRESS_SPOOFING
is countered by
O.INFORMATION_FLOW
O.INFORMATION_FLOW
_CONTROL as this
_CONTROL
provides integrity and
confidentiality of
confidentiality of
transmitted data.
The objective
O.IDENTIFICATION_AND_
AUTHENTICATION
O.IDENTIFICATION_AND_
protects against
AUTHENTICATION
unauthorized
authentication attempts
to access user data.
The objective
O.INFORMATION_FLOW
O.INFORMATION_FLOW _CONTROL ensures
_CONTROL
conformance to security
policy of information
flow.
The objective
O.INFORMATION_FLOW
O.INFORMATION_FLOW _CONTROL ensures
_CONTROL
conformance to security
policy of information
flow.
The objective
O.INFORMATION_FLOW
O.IDENTIFICATION_AND_ _CONTROL ensures
AUTHENTICATION
conformance to security
policy of information
flow.
The objective O.AUDIT
provides means to
O․AUDIT
accurately record,
maintain and review
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Threat, Assumption, or OSP

T. SC_REPLAY ATTACK

T. SC_STORED DATA
DAMAGE

P. AUDIT

P. SECURE MANAGEMENT

A.
OPERATING_SYSTEM_REIN
FORCEMENT

Security Objectives

Rationale
security‐related events in
details.
The objective
O.INFORMATION_FLOW
O.IDENTIFICATION_AND_ _CONTROL ensures
AUTHENTICATION
conformance to security
policy of information
flow.
The objective
O.INFORMATION_FLOW
_CONTROL ensures
O.DATA PROTECTION,
conformance to security
O.IDENTIFICATION_AND_ policy of information
AUTHENTICATION
flow.
The objective O.DATA
PROTECTION ensures
integrity of TSF data.
The objective O.AUDIT
provides means to
accurately record,
O.AUDIT
maintain and review
security‐related events in
details.
The objective
O.MANAGEMENT
provides means for the
O.MANAGEMENT
authorized administrator
to manage the TOE in a
secure manner
The operational
environment objective
OE.OPERATION SYSTEM
REINFORCEMENT
ensures for operation
OE.OPERATION SYSTEM
system to be reliability
REINFORCEMENT
and stability by executing
operation to remove all
services or means in
operation system not
required and
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Threat, Assumption, or OSP

Security Objectives

A. PHYSICAL_SECURITY

OE.SC_PHYSICAL_SECURI
TY

A.
SECURITY_MAINTENANCE

OE.SC_SECURITY_MAINT
ENANCE

A.
SINGLE_POINT_OF_CONNE
CTION

OE.SC_SINGLE POINT OF
CONNECTION

A.
OE.SC_TRUSTED
TRUSTED_ADMINISTRATOR ADMINISTRATOR

A.PLATFORM

OE.PLATFORM

Rationale
reinforcement on
vulnerabilities of
operation system.
The operational
environment objective
OE.SC_PHYSICAL_SECURI
TY insures physically
secure environment of
the TOE.
The operational
environment
OE.SC_SECURITY_MAINT
ENANCE ensures to
maintain security by
reflecting the changing
environment and
security policy to
operation policy.
The operational
environment
OE.SC_SINGLE POINT OF
CONNECTION ensures
that all communications
between the external
and internal networks
are carried out only
through the TOE.
The operational
environment
OE.SC_TRUSTED
ADMINISTRATOR ensures
that the authorized
administrator of the TOE
can be trusted.
The operational
environment objective
OE.PLATFORM is realized
through
A.PLATFORM.
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Threat, Assumption, or OSP

Security Objectives

A.PROPER_USER

OE.PROPER_USER

A.PROPER_ADMIN

OE.PROPER_ADMIN

Rationale
The operational
environment objective
OE.PROPER_USER is
realized through
A.PROPER_USER.
The operational
environment objective
OE.PROPER_ADMIN is
realized through
A.PROPER_ADMIN.

3.4.4 Next step for the developed Protection Profile
The next steps in the development of the Protection Profile includes the disclosure of
the Security Functional Requirements (SFRs) in the CC notation and terminology for the
Service Control in the context of the base PP.
In case, where the existing SFRs are found not able to cover a security control applied
to the application asset, an Extended Component should be defined using the CC
formalization. Thus, the next steps for the development of the PP includes:
‐
‐
‐
‐

Definition of extended components
Definition and customization of SFRs with application notes whenever required
Association of SFRs with specific Security Objectives.
The final step for the PP contains the Security Assurance Requirements that are
common for all PPs (base and modules) of this work.

These steps are not presented in this section, since they require a certain level of
familiarization with CC. The latest version of the complete module PP can be
downloaded from: https://www.safertec‐project.eu/publications/modular‐pp/

The document is continuously updated based on reviews, test results and
recommendations. The reader is suggested to download and review the latest version.

4 Communication unit – Protocol Control Module
The PP components addressing and tackling challenges for the Protocol
Control/Communication unit module claim conformance to:
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 Common Criteria for Information Technology Security Evaluation, Part 1:
Introduction and General Model; CCMB‐2017‐04‐001, Version 3.1, Revision 5,
April 2017
 Common Criteria for Information Technology Security Evaluation, Part 2:
Security Functional Components; CCMB‐2017‐04‐002, Version 3.1, Revision 5,
April 2017
 Common Criteria for Information Technology Security Evaluation, Part 3:
Security Assurance Components; CCMB‐2017‐04‐003, Version 3.1, Revision 5,
April 2017

4.1 Protocol Control ToE description – overview
This Protection Profile (PP) focuses on the physical or/and logical entity that
implements and facilitates radio communication on behalf of a Vehicle Intelligent
Transportation System Station (V‐ITS‐S).
Using the ETSI terminology as introduced in [7], the ToE of the specific PP is called
Protocol Control – as the entity that selects/uses an appropriate message transfer
processing procedure for an outgoing/incoming message.
The approach used in this PP and the SAFERtec project extends the role and
functionality of the Protocol Control – thus a more appropriate term to describe the
ToE is Communication Unit – Protocol Control. The acronym CU will be used to describe
the ToE for the rest of the document.
In [7], the Protocol Control is identified as a functional asset of the V‐ITS system. The
same approach is used in this document. The CU ToE is not investigated as a standalone
entity – but as part of the V‐ITS system, defined as a high‐level functional asset.
However, instead of using directly the CU as an asset of the V‐ITS‐S ToE, the PP isolates
the specific functional asset and defines it as a System Module, for the V‐ITS‐S Modular
PP.
Thus, the specific section should be investigated and utilized as part of the V‐ITS‐S
Modular PP. Before moving into a functional overview of the CU ToE, a description of
the Modular PP approach is provided.
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4.1.1 ToE Definition and Operational Usage
With protocol control, the network/radio access/transmission system aspects are
considered. An appropriate message protocol for outgoing messages is selected and
the message propagates through the protocol stack, until transmission. The respective
inverse procedure is performed for incoming messages.
The name protocol control has been introduced in [7], to describe the specific asset.
The Protocol Control functional asset regulates all the rules and techniques relating to
network/radio access/transmission between ITS entities and their environment. In
SAFERtec, the Protocol Control definition is extended to include all hardware/software
components that are involved in the communication of the V‐ITS‐S with the external
ITS ecosystem.
When referring to the protocol control asset that implements the V2X link, other names
are usually commonly used to describe the specific functional asset:
‐

‐

The Vehicle Gateway, as described in the C2C‐CC Vehicle Gateway Protection
Profile that was drafted in Dec 2017 [46]. The term Vehicle Gateway was initially
introduced in [11] as the component that provides functionality to connect to
the external ITS‐enabling network. While in [11], the Vehicle Gateway is
described as a communication unit providing access and network support, in
[46], the term Vehicle Gateway refers mostly on the Security Services provided
to the protocol stack. Differences in the two definitions of the Vehicle Gateway
and the CU module include: a) communication with electronic sensors and
control units are not considered part of the CU – since they are logically and
functionally assigned to the Sensor Monitor module, b) the ITS application is
also not considered part of the CU. However, information and application
related services included in the ITS facility layer [47] are considered part of the
CU as part of the implemented protocol specified by ETSI.
The On‐Board Unit (OBU). The OBU is considered a commercial term that refers
to all IT services provided by the vehicle. Nevertheless, in most cases when
referring to the term OBU, focus is given on the provision of vehicle
connectivity. Compared with the concept of CU‐Protocol Control, it is noticed
that in some cases the OBU has resources that are able to also support the
application software.
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Despite the fact that the modular PP relies on the functional division of V‐ITS‐S
components of [7], the term Communication Unit is introduced as more appropriate,
since the considered Protocol Control asset is a communication module that consists
of many hardware and software components. In the following text, the terms Protocol
Control and Communication Unit are used interchangeably to describe the ToE of the
Module PP.
The CU has the objective to implement the communication protocol stack and offer
communication of the vehicle with the outside world in order to enable cooperative
ITS. Some extra clarifications for the definition of the asset are provided:
‐

‐

‐

‐

The Communication Unit module refers to hardware/software sets that
implement a communication system enabling communication of the vehicle
with the outside world. Components that implement the In‐Vehicle Networks
(IVN) are not considered for the specific asset. For example, Ethernet or CAN
infrastructure are part of the Service Control asset.
The Communication Unit as a module does not enforce a specific standard.
Therefore, the same module description should be used for an ITS G5 or and
LTE‐V2X communication link and unit. Nevertheless, given the current
technology status and deployment as well as the WP4 prototype
implementation, the PP‐module development has been based on the ITS G5
access technology [12].
The Communication Unit as an asset is also used to investigate modems that
are used to enable cellular connection to the vehicle, i.e. a 3G/4G modem
installed into the vehicle. For example, in most cases, and as described in the
SAFERtec use cases, the V‐ITS‐S has two available modes of communications:
adhoc V2X and Cellular. This means that for the description of this ToE, two
Communication Unit assets should be defined. The specific way of dealing will
allow seamless integration of 5G Communication Units in the near future.
Ad hoc communication through direct V2X radio links (independent of the
specific implementation ITS G5, LTE PC5, 5G V2X etc.) should follow the ETSI
Communication Architecture [12], also presented in Figure 9.

In order to become more specific, the CU consists of the following elements or sets of
elements:
‐

The Antenna(s) and the RF hardware (for 5.9GHz for V2X and 1.8/2.1/2.6/3.5
GHz for 3G/4G/5G).
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‐
‐
‐
‐
‐

‐

The Modem Hardware (processing units, chips, electronics, storage units).
The software implementing the ITS radio/protocol stack to transmit or receive
ITS packets.
Calibration and configuration data.
The transmitted/received messages.
Credentials, certificates and security keys used for the communication of the
vehicle with the external ITS ecosystem through radio links – available from the
HSM.
The actual radio communication links (as abstract connections) are also
considered as part of the ToE, since they consist of a pool of quantifiable,
measurable and shared set of resources.

Generally, the Communication Unit – Protocol Control module as defined in the
current PP module consists of:
Table 8: Description of Components that constitute the Communication Unit

Hardware
Components
Antennas

RF cabling and
electronics (for
5.9GHz for V2X
and
1.8/2.1/2.6/3.5
GHz for
3G/4G/5G) – it can
be extended to 60
GHz.
The modem
hardware
(processing units,
chips, electronics,
storage units).

Software
Components
Firmware for
Network
controllers and
devices
Software
implementing the
protocol layers up
to (but not
including)
application.

Data Assets

Shared Resources

Incoming ITS
messages

Incoming radio
communication
links.

Outgoing ITS
messages

Outgoing radio
communication
links.

OS and/or
middleware for
the
communication
unit

Credentials,
certificates and
security keys
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VPN client/server
software

Guidance
documentation

According to [11] and [12], the ETSI ITS protocol layering for adhoc V2X connectivity is
presented in Figure 9. The CU‐Protocol Control module consists of all software,
hardware and data components and resources that are used to implement the
functions and functionalities included in the red rectangular of Figure 9.

Figure 9: ITS Layers based on ETSI

In order to provide a clearer view of the module PP ToE the following notes are made:







The ToE includes the software that performs scheduling and congestion control.
For example, in ITS‐G5, the Decentralized Congestion Control (DCC) mechanism
[16] has been proposed to handle network stability in the absence of an access
point.
The ToE includes software performing system and link adaptation. For example,
it contains the receiver algorithms (not described in standards), multiantenna
techniques (diversity, beamforming), Power Control, frequency channel
selection etc.
The software performing misbehavior detection in the network, radio and
physical level.
Facility layer is included in the CU ‐ Protocol Control module. This means that
the software entity that creates CAM, DENM, SpAT messages etc. [[17], [18],
[20]] is included in the Communication Unit.
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The Local Dynamic Map (LDM) that may be used to store and manage data that
are necessary for the CU operation is considered external part of the ToE. The
CU is able to reach LDM through the Service Control asset of the base PP.
 In the Protection Profile of [46], the Hardware Security Module (HSM) is
presented as a V2X Gateway Asset. However, in the followed approach:
o The HSM is an external module since it should be a shared resource between
assets. However, in order to exploit existing knowledge through the PP
modularity, the HSM will be considered a module using the Protection Profile
defined by [10]. Necessary amendments to the specific Protection Profile
may be proposed according to the SAFERtec testing results. The use of HSM
services from other system components and modules beyond the
communication unit (e.g. applications or service control) should be
investigated.
o The certificates, credentials, authorization tickets and keys used by the CU
are stored into the HSM.
o The HSM may be hosted by the device implementing the communication
unit, however, it will be logically a separate module. This means that if a CU
is used with integrated HSM, then despite the common housing, the HSM is
considered a separate logical entity and thus a separate module. It is noted
that in order to constitute a secure hardware module, HSM should be
implemented on physically separated processing and storage resources.
The CU is defined as a module and not an asset, since it is a compulsory optional
component, meaning that at least one should exist. However, it is possible to have two
or more and it is not considered mandatory to have both adhoc V2X and legacy cellular.
4.1.2 ToE Configuration
The ToE configuration considered for the specific module PP is presented in Figure 10.
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Radio Access
Network

ToE
Service Control

Physical I/O
Interface

Communication
Unit
Protocol Control

Inter Vehicle Network
(IVN)

HSM

Figure 10: ToE Configuration

In the figure, the rectangular with the dashed line defines the ToE boundaries. Four
interfaces are identified:
2 Radio interface with an external ITS entity or network through a standardized
communication technology. Generally, three types of communication links can be
met:
2.1 Links between vehicles. V2V communication is enabled through the ITS G5 protocol.
2.2 Links between the V‐ITS‐S and a Roadside ITS Station (R‐ITS‐S). It includes all ad‐hoc
V2I/I2V messages between the vehicle and roadside infrastructure.
2.3 Links between the V‐ITS‐S and the C‐ITS‐S services. The link is enabled through
3G/4G radio access. Messages propagate through the core network of the network
provider and through VPNs established over the internet, the vehicle can access the
cloud‐based service set.
3 One or more network interfaces in order to connect the CU with the In‐Vehicle
Network (IVN). Generally, there are two dominant mainstream technologies for
IVNs:
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3.1 Ethernet connectivity described in the IEEE 802.3 series of standards [52].
3.2 A Controller Area Network (CAN bus) [48], which is a robust vehicle bus standard
designed to allow microcontrollers and devices to communicate with each other.
According to the followed modular PP approach, the IVN is considered part of
the Service Control asset – given that it is managed, configured and controlled
by the Service Control.
4 The TOE‐external point‐to‐point communication interface to the V2X HSM, which
is secured by cryptographic means and in case not the same device housing is used,
the V2X‐HSM link should also be physically secured. Generally, there is no
specification/standard for the type of CU‐HSM interface. This is due to the fact that
according to [46][10],[51], there are two main CU‐HSM combination topologies.
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Figure 11: HSM‐CU topologies as described in [46] and [10],

The first topology implies the use of a physically protected cable connection,
that may use an existed isolated connectivity standard e.g. Ethernet, or Serial
(RS‐232, RS‐422, & RS‐485). The second topology implies that the HSM may
share the same “mother‐board” with the CU. Therefore, the interface can be
implemented with a databus (ISA, MCA, PCI or any other implementation).
5 A I/O interface for direct physical user connectivity in order to debug, configure,
upgrade, reset the CU – or for simple file transfer. This interface may be a serial
port (RS‐232, RS‐422, RS‐485), a JTAG debug port, or an Ethernet interface (for
direct crossover‐type connection). In addition, the I/O interface may include slots
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for memory expansion cards – like SD‐series or MMC memory cards. Finally, the I/O
interface may include USB connection that may be used for attachment of an
external memory, or as a debug port (similarly to an Android device debug
connection).
Despite the fact that four interfaces are defined, only two are into the scope of the
specific PP module: Interface (1) and Interface (4). Regarding the other two interfaces:



Interface (2) is considered part of the Service Control asset and therefore it is
investigated through the base PP.
Interface (3) can be considered as part of the ToE – however, it is assumed that
the V2X HSM is investigated by a different module PP. Thus, it is assumed that
the V2X HSM has passed a certification compliant to the module PP. Since,
SAFERtec does not develop a new HSM PP, the use of [10] is assumed.

Given that CU is a compulsory optional component, there is no specific configuration
since the V‐ITS‐S implementation may have a) a single adhoc V2X connection, b) a single
cellular connection (3G/4G/5G), c) a dual connectivity support with both adhoc and
cellular, d) double adhoc V2X support (e.g. ITS G5[12][43] and LTE PC5 [56]), e) double
adhoc V2X and cellular support.
Depending on the standard, it is possible that the ITS service is provided through
different means. For example, the Facility layer is included in the CU module.
However, by default, the Cellular Legacy system does not feature a facility layer to pack
messages in the specific formats. Therefore, in this case an extra software entity is
required to assume the specific role. It is noted that in this case it is not mandatory to
follow a specific standard, however, the type and kind of information (depending on
the application) should be similar. Nevertheless, this specific operation is in this case a
part of the ITS Application asset and thus it should be investigated in the base PP.
It should be emphasized that the CU is responsible to apply the Security Services,
architecture and management as described by ETSI in [13],[9] and the ETSI Public Key
Infrastructure (PKI) scheme (Enrolment Certificates, Authorization tickets etc.).
Generally, in typical radio networks the specific security features are applied in the
Application Layer, however in ITS the vertical Security layer has been introduced (Figure
9). Therefore, the procedure is expected to be performed by the V2X communication
unit.
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However, legacy, cellular networks have their own mechanisms for securing
communications. In this case, the Application is responsible for the implementation of
the security scheme that implements cryptography and ensures authentication, data
exchange integrity and confidentiality. Common cryptographic protocols that provide
communications security over a computer network are considered, like SSL/TSL. The
considered security services are described in the base PP and more specifically the
Application asset. On the other hand, security services provided by the Access Layer
(e.g. 3G and LTE specific confidentiality service [14], [15]) should be included in the
analysis of the current PP module.
Finally, if another adhoc ITS connection (besides ITS G5) is used, it is expected that the
ETSI ITS Specifications (beyond the Physical and Access Layer) should be applied. Thus,
features like Geonetworking, and inclusion of Facility Layers should be expected e.g. on
top of LTE‐PC5.
In the following text, if a specific Security Functional Requirement (SFR) is addressed
only to either adhoc V2X links or cellular implementations, an application note should
be included specifying the supported technology.
4.1.3 ToE major security features for operational use (objectives)
The objective of the current module PP is to ensure that the CU of a V‐ITS‐S can be
trusted to secure communication between the vehicle and the infrastructure or other
vehicles. The ToE is used for secure generation and processing of communication
protocol data units. The ToE comprises the hardware and software that is relevant for
the security objectives of the CU, as specified in the current PP. The CU utilizes the
secure cryptographic services provided by the HSM, which is assumed to be certified
using a proper relevant PP module. Similarly, the IVN interface is assumed to be
managed by a Service Control asset that is certified by the V‐ITS‐S base PP.
The Security Objectives of the ToE are described in Sec.4.3.1. The specific objectives
are expected to be fulfilled by the ToE with the support of a set of security services. The
set of ToE‐anticipated security services is extracted by [46], [5], [6][53], [53], [13], [9]
and are summarized below:
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Table 9: Anticipated Security Services from the Communication Unit

Security Services expected by the ToE
1

Support of broadcast (a.k.a. single message) services like CAM [17] or
DENM [18]. The broadcast services should be provided with assurance of
message integrity and authenticity. The messages may be used for
aforementioned use cases or for communication with ITS authorities
(Enrollment or Authorization).
As a security service, broadcast message service support may be
considered a superset containing several relevant services included in the
current list.

2

Ability and possibility to establish security association with other ITS
entities for secure information sharing. Security Association [13] is a long‐
term relationship between two or ore ITS‐Ss that enables secure message
exchange. The Security Association service defines a set of crypto
algorithms, keys, and other public or private parameters that are used to
provide authentication, integrity and confidentiality.
As a security service, security association service may be considered a
superset containing several relevant services included in the current list.

3

Digital signature of all outgoing messages.

4

Inclusion of authoritative id’s for each outgoing message.

5

Use of pseudonyms for all outgoing V2X messages with no trace‐back to
either the vehicle or the vehicle user.

6

Encryption of all outgoing messages that include personal/private data.

7

Digital signature verification and authorization check for all received
messages. Authorization is mandatory in order to accept (or else reject)
an ITS message.

8

Software integrity and authenticity validation before installation.
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9

The ToE should own a canonical id and key during the initialization stage
(manufacturing) and also access (or validated certificates) for at least one
enrollment and/or authorization authority. The possibility to include new
authorities should be provided.

10

Firmware integrity and authenticity validation before installation.

11

Performance of plausibility validation with verification that the
information extracted by the incoming messages can be trusted on the
basis of its plausibility.

12

Inclusion of a replay protection mechanism with verification that
messages are sent/received in a consistent manner. Therefore, the CU
should include and process timestamps (UTC) for all messages.

13

Inclusion of sequence numbers and session id’s for each outgoing
messages.

14

Inclusion of non‐cryptographic checksums in messages to ensure integrity.

15

Provision of a key management functionality for managing, storing and
updating certificates and public keys. Private keys should be secured and
pre‐installed in the HSM.

16

Integration of a frequency agility mechanism (at least for V2X adhoc
networks at 5.9GHz – radio scheduling for legacy cellular is performed by
the access network scheduler). Use of a congestion control mechanism.

17

Allow authorized remote activation and deactivation.

18

Block any remote access to ToE resources from external sources through
radio (beside the previous point).

19

Audit logs with continuous recording of all requests (and the
corresponding request results) for changes of security parameter
information and ITS applications.

20

Audit logs with recording of all transmitted‐received protocol data units.
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21

Support of identity management with simultaneous change of
communication id’s (like station ID, network ID, service ID, application ID,
session ID, MAC address) and credentials used for secure communications
within the ITS‐S. In addition, ID change functions should be disabled, if
necessary, for safety reasons.

22

Possibility to use alternative communication paths/routes for security
management reasons.

23

Goal to reduce the transmitted message frequency and limitation/control
of V2I/I2V communication – if possible – depending on the application and
imposed safety requirements.

24

Support of a mechanism to report misbehaving vehicles and ITS‐S to the
ITS infrastructure based on suspicious activity.

25

Capability of authentication for the interface between the CU and the
HSM. Integrity protection through the specific link should also be
provided.

26

Integration of a self‐protection mechanism in case of a detected failure or
security functionality. Self‐protection protocol is imposed in case of self‐
test failure, plausibility check failure from data originated by vehicle
sensors and HSM verification‐authentication failures.

4.1.4 ToE type
As described in Sec. 4.1.1 ToE Definition and Operational Usage, the ToE is a cyber‐
physical system composed by heterogeneous components that includes:
‐
‐
‐
‐

Hardware components
Software components
Data assets
Shared resources
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4.1.5 Non‐TOE hardware/software/firmware
Based on modular PP approach, the ToE described in the specific PP module, together
with other high‐level assets and modules compose the V‐ITS‐S. More specifically,
components that interface‐cooperate with the ToE are the following:
‐

Service Control (asset of the base PP).

‐

Application (asset of the base PP).

‐

Databases (asset of the base PP).

‐

Sensor Monitor (module).

‐

Vehicle System Control – HMI (module).

4.1.6 Use Cases
As base for the development of the specific PP module the SAFERtec‐defined use cases
are considered [4]. The SAFERtec use cases are a subset of the ITS use cases described
in [54] and [18]. The specific use cases are presented in the table below:
Table 10: SAFERtec Use Cases

Use Case ID

Use Cases

UC‐01

Optimal Driving Speed Advice

UC‐02

Provision of Real‐Time Traffic‐Hazard Information

UC‐03

Priority Request in Intersection‐Crossing

UC‐04

Optimal Driving Speed Advice (Cloud‐based)

UC‐05

Provision of Real‐Time Traffic Information (Cloud‐based)

UC‐06

Personalised provision of driving‐advices (Cloud‐based)

However, in order to generalize, the following generic use cases are considered:
[USE CASE 1] Outgoing message transmission for Cloud ITS Services through legacy
network
The CU receives payload data and generates an ITS message to be transmitted to
remote entities (i.e. a cloud ITS application in C‐ITS‐S [5]) over the internet through
established communication channels, i.e. a legacy cellular network (3G/4G/5G).
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[USE CASE 2] Outgoing message transmission for R‐ITS‐S and other V‐ITS‐S through
adhoc networks.
The CU receives payload data and generates an ITS message to be transmitted to
external ITS stations (either R‐ITS‐S or V‐ITS‐S) over adhoc V2X communication
networks (e.g. ITS G5, LTE PC5)
[USE CASE 3] Incoming message reception from Cloud ITS Services through legacy
network
The CU receives and process content from remote (i.e. a cloud ITS application in C‐ITS‐
S) over the internet through established communication channels, i.e. a legacy cellular
network (3G/4G/5G). After pre‐processing, the CU extracts information and forwards
it to the IVN (Service Control).
[USE CASE 4] Incoming message reception from adhoc V2X network
The CU receives and pre‐processes content from adjacent ITS stations (either R‐ITS‐S
or V‐ITS) over adhoc V2X communication networks (e.g. ITS G5, LTE PC5). After pre‐
processing, the CU extracts information and forwards it to the IVN (Service Control).
[USE CASE 5] Local Storage Content Generation
The CU software generates data and stores them into local storage (CU Storage Space)
[USE CASE 6] Local Storage Content Consumption
The CU software retrieves data from local storage (CU Storage Space), mainly for
configuration purposes.
[USE CASE 7] System access through a direct connection interface
A user attempts to connect to the CU operating system/configuration
service/management console through a direct connection interface, in order to
retrieve log/audit files, change operating configurations, upgrade/update software.

4.2 Protocol Control Security objectives
4.2.1 Introduction
The security problem definition described below includes threats, organizational
security policies and security usage assumptions for the CU module.
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4.2.2 Assets
The identified assets for the CU‐Protocol Control module are the following (they can be
considered sub‐assets of the V‐ITS‐S):


Exposed Hardware – Antennas.

Hardware components that cannot be physically protected – For example, the
antennas should be exposed/mounted on the exterior of the vehicle to improve
coverage/service availability.


RF equipment (hardware asset).

Cabling, filters, amplifiers, duplexers, waveguides and RF circuits that compose the
analog CU front end.


CU computational and storage units (hardware asset).

Digital/computer electronics that runs Protocol Control software and maintains
storage room for audit/log files and configuration data.


CU firmware or CU OS (software asset – hardware driver).

Low‐level software for hardware control and possible (micro)Operating System
(OS) for the CU computing units.


CU protocol implementation software (software asset).

Software that implements the CU protocol stack.


CU control / plausibility check module (software asset).

Software that regulates the behavior of the CU. This includes plausibility check and
misbehavior detection software, as well as administrative services and panels.


CU producer/consumer agent (software asset).

Software agent that manages the data exchange with the Service Control over the
IVN interface.


Configuration data.
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Files that contain information used for the configuration of the
transmission/reception characteristics, Medium Access Control parameterization,
network configuration and supported facilities and types of messages.


ITS Messages.

Any standard compliant message sent or received over an ITS radio interface by the
CU involving communication from/to other ITS‐S.


IVN Messages.

Any message sent or received over the CU IVN interface.


Certificates (Enrolment, Authentication Tickets).

Certificates compliant to [33] and [55] issued to the Enrollment Authority (EA) and
the Authorization Authority (AA) by the root Certificate Authority – addressed to
the CU, which can be used to verify authenticity and integrity.


Canonical Keys.

Private CU encryption and authentication keys identifying and protecting the ToE
and public keys of associated ITS‐S and services.


ID data.

Any information that can identify the vehicle or the user of the vehicle and


Certificate Revocation List (CRL).

List containing identifiers of revoked certificates.
4.2.3 Threats
The list of threats combines results from the risk analysis of [6] (marked with red), the
ETSI TVRA [7](marked with brown) and the V2X C2C Gateway Protection Profile [46]
(marked with green).
Label
T. CU_JAMMING

Threat
The disruption of a communications
system such as a wireless network
through the intentional use of
electromagnetic
interference.
Jamming blocks, a signal or message
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T. CU_LINK_LAYER_FLOODING

T.CU_ITS_DATA_MANIPULATION

between two interacting. An attacker
sends a signal with a significantly
greater signal strength relative to
normal signal levels in the system to
flood the channel. Thus, jamming is
effectively a simple but effective form
of DoS attack. Jamming can be
performed by a single attacker or
multiple attackers working together
Attackers on the same network could
try to receive all the data which were
destined for a specific target or cause
DoS attack by forcing the TOE to
transmit broadcast its data.
A
successful
modification
of
identification data held by the TOE or
incoming data from other sources
would allow an attacker to mispresent
driver activities or useful information
obtained from the TOE.
It includes spoofing or tampering of
the incoming ITS messages.

T.CU_IVN_DATA_MANIPULATION

T.CU_DATA_LEAKAGE

A successful modification of data
exchanged in the IVN would allow an
attacker to change configurations,
cause crashes, change the content of
ITS messages.
It includes spoofing or tampering of
the messages exchanged into the IVN.
Attackers could try to leak data from
the TOE to third parties who should not
receive this data.
The specific threat includes disclosure
of functional, location, personal
information, ID, or SW details.
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It also includes leakage of Certificates
and Keys.
T. CU_EQUIPMENT_SPOOFING

T. CU_SABOTAGE

T. CU_FIRMWARE_APPLICATION
_ALTERATION

T. CU_FIRMWARE_APPLICATION
_REVERSE_ENGINEERING

T. CU_EXTREME_SOLICITATION

Τ. CU_MALICIOUS CODE INJECTION

T. CU_MALFORMED FRAME INJECTION

Attackers could try to connect
unknown equipment to the TOE to
mispresent driver activities or data at
rest or being transferred between the
TOE and external sources.
Result of attacks that require physical
access and action to an asset, e.g. an
attack
implemented
with
the
destroying of an asset or a resource.
An attacker could alter the firmware to
a malicious one or take root
permissions of the device that hosts
the firmware. In this way an attacker
achieves abnormal operation and
handles the system resources.
An attacker could find an image of the
system, thus extracting information
about the links of the application (e.g.
packets' transaction), the default
passwords and the operation of the
system.
The attacker could perform a DoS
attack, either by crashing the server or
flooding the service, thus making the
system or the server unavailable for
legitimate users.
The specific threat involves the
malicious injection or introduction of
code
into
the
CU
firmware/middleware/operational
software.
The attacker injects malformed frames
into the network by exploiting protocol
vulnerabilities or by violating protocol
rules in the access network level. For
example, injecting a beacon frame
with a malformed SSID, or by violating
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T. CU_SYSTEM_UNAUTHORIZED_ACCESS

T. CU_DOWNGRADE ATTACK

T. CU_NETWORK UNAUTHORIZED ACCESS
T. CU_FALSE REPORTING

T. SM_SPOOF

T. SM_TAMPERING

T. IVN_SPOOF

T. IVN_TAMPERING

T. SW_SPOOF

T. SW_TAMPERING

rules and priorities in the EDCA
function.
Attackers could try to access functions
not allowed to them, to modify, delete
user data or mispresent driver
activities.
Result of attack on the system or
protocol that makes it abandon a high‐
quality mode of operation (e.g. an
encrypted connection) in favor of an
older, lower‐quality mode of operation
(e.g. cleartext) that is typically
provided for backward compatibility
with older systems
Unauthorized network access from a
corporate neighboring station.
A malicious user reports target ToE as
misbehaving vehicle.
Or
A malware reports false data intending
to harm authenticated ITS users.
Covered by the
T.
CU_ITS_DATA_MANIPULATION
threat.
Covered by the
T.
CU_ITS_DATA_MANIPULATION
threat.
Covered by the
T.
CU_IVN_DATA_MANIPULATION
threat.
Covered by the
T.
CU_IVN_DATA_MANIPULATION
threat.
Covered by the
T.
CU_IVN_DATA_MANIPULATION
threat.
Covered by the
T. CU_MALICIOUS CODE INJECTION
threat.
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T.HSM_SPOOF

T.C2C_ID_DISCLOSURE
T. SW_DISCLOSURE
T. AT_CERT_DISCLOSURE

T. AT_CERT_SPOOF

T. AA_CERT_SPOOF

T. AT_CERT_TAMPER

T. AA_CERT_TAMPER

T. AT_CERT_DISCLOSURE
T. AT_CERT_PRIVILEGES
T. MSG_SATURATION

An
attacker
uses
malicious‐
compromised V2X HSM to send rogue
messages internally or externally or to
track the user/location of the ToE.
Covered by the T.CU_DATA_LEAKAGE
threat.
Covered by the T.CU_DATA_LEAKAGE
threat.
An attacker reveals the content of
Authorization Tickets.
Covered by the T.CU_DATA_LEAKAGE
threat.
An attacker uses a malicious
Authorization Ticket to track ITS‐S.
Covered
by
the
T.CU_ITS_DATA_MANIPULATION
threat.
An attacker uses malicious AA
certificates to cause malfunctions or
rejection of correct messages.
Covered
by
the
T.CU_ITS_DATA_MANIPULATION
threat.
An attacker alters/destroys the
content of the Authorization Tickets to
track ITS‐S.
Covered by the T. CU_MALICIOUS
CODE INJECTION
An attacker alters/destroys AA
certificates to cause malfunctions or
rejection of correct messages.
Covered by the T. CU_MALICIOUS
CODE INJECTION
Covered by the T.CU_DATA_LEAKAGE
threat.
Covered by the T.CU_DATA_LEAKAGE
threat.
Covered
by
the
T.
CU_EXTREME_SOLICITATION threat.
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T. MASQUERADE

T. MALICIOUS_ISOLATION

T. DENIAL_OF_TX

T. WORMHOLE

Equipment masquerading as a genuine
V‐ITS‐S or R‐ITS‐S sending false
information in ITS messages that are
otherwise valid.
Malware on CU disables some or all
functionalities – i.e. the ability to
process, receive and send ITS
messages.
Covered by the T. CU_MALICIOUS
CODE INJECTION
Equipment posing as a genuine ITS‐S
sending false information in ITS
messages that are otherwise valid.
Covered
by
the
T.
CU_EXTREME_SOLICITATION threat.
Malware installed on ToE creating and
sending false information that
otherwise are valid.
Covered by the T. CU_MALICIOUS
CODE INJECTION threat.
This threat mostly targets the inability
of the ToE to store all messages for
audit purposes.
Equipment sending valid ITS messages
except for the source location (replay
attack to other locations).

4.2.4 Organisational security policies
An Organizational Security Policy (OSP) is a set of rules or procedures that is imposed
by an organization on its operations to protect its sensitive data. In the case of the Base
PP and in respect to the role of the ITS Application and Data Assets, the OSPs are listed
in the table below.
Name

Organisational Security Policies

P.EXCLUSIVE_HSM

All key generation, signature generation and
encryption/decryption operations shall be performed by
the V2X HSM.
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Name

Organisational Security Policies

Random number generation shall be performed either in
the TOE or in the V2X HSM.
P.AUDIT

To trace responsibilities on all security‐related activities,
security‐related events shall be recorded and maintained
and reviewed

P.SECURE
MANAGEMENT

The TOE shall provide management means for the
authorized administrator to manage the TOE in a secure
manner.

Table 11 V‐ITS CU Related Organisational Security Policies

4.2.5 Assumptions
In order to strictly define the security problem focusing on the CU module, excluding
other modules, threats and vulnerabilities that are exterior and thus out of the scope,
a set of assumptions is specified.
Assumptions on the TOE operational environment regarding the ITS applications are
listed in the table below.
Name

Assumptions on the TOE operational environment

A.PKI

It is assumed that the TOE operational environment
provides Public Key Infrastructure including but not
restricted to Root (and intermediate Root) Certificate
Authority (RCA), Enrolment Authority (EA), and
Authorization Authority (AA). The PKI is assumed to be
able to revoke EA, and AA certificates by issuing
Certificate Revocation Lists (CRLs).

A.HSM

It is assumed that the TOE operational environment
provides a V2X Hardware Security Module (HSM) for
random number generation, key generation, storage,
destruction, digital signature generation, and
encryption. It is assumed that the HSM is certified using
[10].

A.TIME_POS

It is assumed that the TOE operational environment
provides reliable time and position stamps.
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Name

Assumptions on the TOE operational environment

A.INTEGRATION

It is assumed that appropriate technical and/or
organisational security measures in the phase of the
integration of the TOE life cycle model guarantee the
confidentiality, integrity and authenticity of the assets
of the TOE

A.TRUSTED_ADMIN

It is assumed that the TOE Administrator is trustworthy
and well‐trained.

A.TRUSTED_USER

The TOE users are not hostile, and they do not attempt
any physical tamper of the TOEs hardware
subcomponents.

A.DENIED_REMOTE_CONNECTION

The remote connection functionality described in [13]
for compromised ITS stations should be allowed. It is
considered however that hostile connections from the
remote ITS backend is not allowed.

A. SERVICE CONTROL INTERFACE

IVN access, i.e. the interface with the Service Control is
managed and control by Service Control and thus in the
context of this module, it is assumed trusted.

4.3 Security Objectives
4.3.1 Security Objectives for the ToE
The TOE security objectives address the protection to be provided by the TOE are listed
in the table below.
Security Objective

Description

O.SOFTWARE_INTEGRITY

The TOE shall ensure the integrity of CU software

O.INTEGRITY_OF_TRANSMITTED_DA
TA

The TOE shall ensure the integrity of transmitted data.

O.INTEGRITY_OF_RECEIVED_DATA

The TOE shall ensure the integrity of received data.

O.STORED_DATA_INTEGRITY

The TOE must be able to satisfy the data integrity of the
stored data.
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Security Objective

Description

O.AVAILABILITY_OF_TRANSMITTED_
DATA

The TOE shall ensure the availability of transmitted data.

O.AVAILABILITY_OF_RECEIVED_DAT
A

The TOE shall ensure the availability of received data.

O.STORED_DATA_ AVAILABILITY

The TOE must be able to ensure the availability of the
stored data.

O.UNLIKABILITY_OF_TRANSMITTED_
DATA

The TOE shall ensure that all user related attributes
cannot reveal his/her identity.

O.CONFIDENTIALITY_OF_TRANSMIT
TED_DATA

The TOE shall ensure the confidentiality of transmitted
data.

O.STORED_DATA_CONFIDENTIALITY

The TOE must be able to satisfy the data confidentiality of
the stored data.

O.ΤRANSMITTED_DATA_
ANONYMIZATION

The TOE must be able to ensure the anonymization of the
transmitted data.

O.STORED_DATA_ ANONYMIZATION

The TOE must be able to ensure anonymization of the
stored data regarding traffic patterns, heavy traffic routes,
etc.

O.AUTHETICITY_OF_RECEIVED_DAT
A

The TOE shall ensure the authenticity of the received data.

O.ISOLATION_OF_STORED_DATA
O.ITS_USER_AUTHORIZATION

The TOE shall ensure that only authorized users can use
the communication services to transmit or process ITS
data

O. USER_ACCESS_AUTHORIZATION

The TOE shall ensure that only authorized users can access
the management services, the software and the stored
data.

O. ACCOUNTABILITY

The TOE shall be able to avoid prosecution for malicious
operations or for mounting security attacks to another ITS‐
S.
The TOE shall audit all changes to security parameters and
applications.
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4.3.2

Security objectives for the operational environment

The following security objectives are directed to the TOE’s operational environment,
i.e. the operational environment of the CU module. The operational environment
should ensure that these objectives are achieved in order to meet the defined threats
and OSPs.
Name

Security Objectives of
environment

the TOE operational

OE.PKI

It is assumed that the TOE operational environment
provides Public Key Infrastructure including but not
restricted to Root (and intermediate Root) Certificate
Authority (RCA), Enrolment Authority (EA), and
Authorization Authority (AA). The PKI is assumed to
be able to revoke EA, and AA certificates by issuing
Certificate Revocation Lists (CRLs).

OE.HSM

It is assumed that the TOE operational environment
provides a V2X Hardware Security Module (HSM) for
random number generation, key generation, storage,
destruction, digital signature generation, and
encryption. It is assumed that the HSM is certified
using [10].

OE.TIME_POS

It is assumed that the TOE operational environment
provides reliable time and position stamps.

OE.INTEGRATION

It is assumed that appropriate technical and/or
organisational security measures in the phase of the
integration of the TOE life cycle model guarantee the
confidentiality, integrity and authenticity of the
assets of the TOE

OE.TRUSTED_ADMIN

It is assumed that the TOE Administrator is
trustworthy and well‐trained.

OE.TRUSTED_USER

The TOE users are not hostile, and they do not
attempt any physical tamper of the TOEs hardware
subcomponents.
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Name

Security Objectives of
environment

the TOE operational

OE.DENIED_REMOTE_CONNECTION

The
TOE
is
not
accessible
(operating
system/management
console/administrative
services) through a radio interface. The only allowed
remote connection functionality is described in [13]
for compromised ITS stations.

OE. SERVICE CONTROL INTERFACE

IVN access, i.e. the interface with the Service Control
is managed and control by Service Control and thus
in the context of this module, it is assumed trusted.

4.3.3 Security Objectives Rationale
The Security Objectives Rationale performs a matching between the threats,
assumptions, OSPs vs. Security Objectives for the TOE and the Operational
environment, as dictated in the context of the CC process
Threat, Assumption, Security Objective
OSP

Rationale

T.CU_JAMMING

The
threat
is
countered
by
O.AVAILABILITY_OF_RECEIVED_DATA as
it ensures that ITS data will be available
for processing at the TOE.

O.AVAILABILITY_OF_RECEIVED_
DATA
O.AVAILABILITY_OF_TRANSMIT
TED_DATA

The
threat
is
countered
by
O.AVAILABILITY_OF_TRANSMITTED_DAT
A as it ensures that the TOE will have the
timely opportunity to send ITS data
through the communication channel.
T.CU_LINK_LAYER_F
LOODING

O.AVAILABILITY_OF_RECEIVED_
DATA
O.AVAILABILITY_OF_TRANSMIT
TED_DATA
O.ITS_USER_AUTHORIZATION

The
threat
is
countered
by
O.AVAILABILITY_OF_RECEIVED_DATA as
it ensures that ITS data will be available
for processing at the TOE.
The threat is countered by
O.AVAILABILITY_OF_TRANSMITTED_DAT
A as it ensures that the TOE will have
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the timely opportunity to send ITS data
through the communication channel.
The threat is countered by
O.ITS_USER_AUTHORIZATION since only
authorized ITS users should have access
to the network resources.
T.CU_EQUIPMENT_S
POOFING

O.ITS_USER_AUTHORIZATION
O.USER_ACCESS_AUTHORIZATI
ON

The
threat
is
countered
by
O.USER_ACCESS_AUTHORIZATION that
ensures that only authorized users and
admins have access to the TOE
application, files and services, securing
hat no spoofing can made possible.
The
threat
is
countered
by
O.ITS_USER_AUTHORIZATION
that
ensures that only authorized users are
allowed to exchange ITS data, thus TOE
impersonation by a malicious third party
is not possible.

T.CU_ITS_DATA_MA
NIPULATION

O.INTEGRITY_OF_RECEIVED_DA
TA
O.AUTHETICITY_OF_RECEIVED_
DATA
O.SOFTWARE_INTEGRITY

The threat T.DATA_MANIPULATION is
countered by
O.INTEGRITY_OF_RECEIVED_DATA as
this ensures that the received data from
are not altered during transmission.
The threat T.DATA_MANIPULATION is
countered by O.SOFTWARE_INTEGRITY
as this can ensures that the TOE
software cannot be exploited even if it
contains exploitable vulnerabilities by an
attacker.
The threat T.DATA_MANIPULATION is
countered by
O.AUTHETICITY_OF_RECEIVED_DATA as
this can ensures that the received data
are generated by a legitimate source.

T.CU_IVN_DATA_M
ANIPULATION

O.INTEGRITY_OF_RECEIVED_DA
TA

The threat is treated by the analysis
presented in the Service Control Asset.
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T.CU_DATA_LEAKAG
E

O.STORED_DATA_CONFIDENTI
ALITY

The service control is responsible for IVN
message exchange.

O.CONFIDENTIALITY_OF_TRANS
MITTED_DATA

The threat T.DATA_LEAKAGE
is
countered
by
O.CONFIDENTIALITY_OF_TRANSMITTED
_DATA as this ensures that the
transmitted data to Infrastructure or
other Vehicles are not in readable format
and an attacker is unable read their
content.

O.SOFTWARE_INTEGRITY
O.STORED_DATA_CONFIDENTI
ALITY
O.UNLIKABILITY_OF_STORED_D
ATA
O.UNLIKABILITY_OF_TRANSMIT
TED_DATA
O.INTEGRITY_OF_RECEIVED_DA
TA

The threat T.DATA_LEAKAGE
is
countered
by
O.
UNLIKABILITY
_OF_TRANSMITTED_DATA
as
this
ensures that the ITS transmitted data (for
security associations, or broadcast
messages) regarding the identity of the
user are not in tracable format and an
attacker is unable to trace his/her actions
from the transmitting data even if he
gains read access in their content.
The threat T.DATA_LEAKAGE
is
countered by O.SOFTWARE_INTEGRITY
as this can ensures that the ITS software
cannot be exploited even if it contains
exploitable vulnerabilities. That deprives
the attacker’s ability to compromise the
generated data of the V‐ITS‐S user.
The
threat
T.DATA_LEAKAGE
is
countered
by
O.STORED_DATA_CONFIDENTIALITY as
this can ensures that the generated data
are in not readable format even if an
attacker gain unauthorized access into
the system.
The threat T.DATA_LEAKAGE
is
countered
by
O.UNLIKABILITY_OF_STORED_DATA as
this can ensures that all stored data do
not contain any traceable identities
regarding the user’s actions even if an
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attacker gain unauthorized access into
the data.
The threat is countered by
O.INTEGRITY_OF_RECEIVED_DATA as
this ensures that the received data from
are not altered during transmission.

T.CU_SABOTAGE

O.ITS_USER_AUTHORIZATION
O.USER_ACCESS_AUTHORIZATI
ON
O.STORED_DATA_CONFIDENTI
ALITY
O.AVAILABILITY_OF_STORED_D
ATA
O.SOFTWARE_INTEGRITY
OE.TRUSTED_USER

The threat T.CU_SABOTAGE is countered
by OE.TRUSTED_USER that ensures that
no untrusted persons can have physical
access to the system.
The threat T.CU_SABOTAGE is covered
partially
by
O.ITS_USER_AUTHORIZATION, since no
unauthorized users have access to the ITS
service, and thus, a malicious user cannot
sabotage the Vehicle by sending
erroneous information.
The
threat
is
countered
by
O.ITS_USER_AUTHORIZATION
that
ensures that only authorized users are
allowed to exchange ITS data, thus TOE
sabotage of files is not possible.
The
threat
is
covered
by
O.STORED_DATA_CONFIDENTIALITY that
ensures that if a malicious user gain
access to the system files, it is not
possible for him to know the content of
each file.
The
threat
is
covered
by
O.AVAILABILITY_OF_STORED_DATA that
ensures that the system can recover from
a crash / sabotage attempt through the
backup system that ensures data
recovery.
The
threat
is
countered
by
O.SOFTWARE_INTEGRITY as this can
ensures that the TOE software cannot be
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exploited even if it contains exploitable
vulnerabilities by an attacker.

T.FIRMWARE_APPLI
CATION_ALTERATIO
N

O.SOFTWARE_INTEGRITY
O.USER_ACCESS_AUTHORIZATI
ON
O.ACCOUNTABILITY

The
threat
T.FIRMWARE_APPLICATION_ALTERATIO
N
is
countered
by
O.SOFTWARE_INTEGRITY as this can
ensures that the TOE firmware cannot be
exploited and change it’s behaviour even
if it contains exploitable vulnerabilities.
The
threat
is
countered
by
O.USER_ACCESS_AUTHORIZATION that
ensures that only authorized users and
admins have access to the TOE resources
and, files and software, securing that no
uploading of malicious code is possible.
The threat is partially countered by
O.ACCOUNTABILITY
since
anyone
performing updates/changes on system
firmware is logged and held accountable
for the performed actions.

T.FIRMWARE_APPLI
CATION_REVERSE_E
NGINEERING

O.USER_ACCESS_AUTHORIZATI
ON
O.STORED_DATA_CONFIDENTI
ALITY

The
threat
T.FIRMWARE_APPLICATION_REVERSE_E
NGINEERING
is
countered
by
O.USER_AUTHORIZATION as this ensures
that only registered legitimate users are
able to gain access to system’s file
system and thus attempt to reverse
engineer the firmware.
The
threat
is
countered
by
O.STORED_DATA_CONFIDENTIALITY as
this can ensures that the data are not
readable and no methods of reverse
engineering cab be performed even if an
attacker gain unauthorized access into
the system.
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T.CU_EXTREME_SOL
ICITATION

O.ITS_USER_AUTHORIZATION
O.AVAILABILITY_OF_RECEIVED_
DATA
O.AVAILABILITY_OF_TRANSMIT
TED_DATA
O.ACOUNTABILITY

The threat T.EXTREME_SOLICITATION is
countered by O.USER_AUTHORIZATION
as this ensures that only legitimate
registered users are able to send and
receive data.
The threat is countered by as it ensures
that ITS data will be available for
processing
at
the
O.AVAILABILITY_OF_RECEIVED_DATA
TOE.
The threat is countered by
O.AVAILABILITY_OF_TRANSMITTED_DAT
A as it ensures that the TOE will have
the timely opportunity to send ITS data
through the communication channel.
The threat is partially countered by
O.ACCOUNTABILITY
since
anyone
abusing the available resources will be
reported and held accountable for the
actions.

T.CU_MALICIOUS_C
ODE_INJECTION

O.SOFTWARE_INTEGRITY
O.USER_ACCESS_AUTHORIZATI
ON

The
threat
T.CU_MALICIOUS_CODE_INJECTION is
countered by O.SOFTWARE_INTEGRITY
as this can ensures that the TOE code
cannot be exploited and change it’s
behaviour even if it contains exploitable
vulnerabilities.
The
threat
is
countered
by
O.USER_ACCESS_AUTHORIZATION that
ensures that only authorized users and
admins have access to the TOE resources
and, files and software, securing that no
uploading of malicious code is possible

T. CU_MALFORMED O.ITS_USER_AUTHORIZATION
FRAME INJECTION
O.ACCOUNTABILITY
O.AVAILABILITY_OF_RECEIVED_
DATA

The
threat
T.CU_MALFORMED_FRAME_INJECTION
is
covered
partially
by
O.ITS_USER_AUTHORIZATION, since no
unauthorized users have access to the ITS
service.
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O.AVAILABILITY_OF_TRANSMIT
TED_DATA
O.INTEGRITY_OF_RECEIVED_DA
TA

The threat is partially countered by
O.ACCOUNTABILITY
since
anyone
injecting malformed frames into the
system will be reported and made
accountable.
The threat is countered by as it ensures
that ITS data will be available for
processing
at
the
O.AVAILABILITY_OF_RECEIVED_DATA
TOE.
The threat is countered by
O.AVAILABILITY_OF_TRANSMITTED_DAT
A as it ensures that the TOE will have
the timely opportunity to send ITS data
through the communication channel.
The threat is countered by
O.INTEGRITY_OF_RECEIVED_DATA as
this ensures that the integrity of the
received frames.

T.CU_SYSTEM_UNA
UTHORIZED_ACCESS

O.USER_ACCESS_AUTHORIZATI
ON
O.STORED_DATA_CONFIDENTI
ALITY

The
threat
T.CU_SYSTEM_UNAUTHORIZED_ACCESS
is
countered
by
O.USER_ACCESS_AUTHORIZATION
as
this ensures that only registered
legitimate users are able to gain access to
system’s file system and services with
privileged rights.
The
threat
is
countered
by
O.STORED_DATA_CONFIDENTIALITY as
this can ensures that the stored data are
not readable and cannot be expoloited
even if an attacker gain unauthorized
access into the system.

T.CU_DOWNGRADE
ATTACK

O.SOFTWARE_INTEGRITY
O.USER_ACCESS_AUTHORIZATI
ON
O.ACCOUNTABILITY

The threat T.DOWNGRADE_ATTACJ is
countered by O.SOFTWARE_INTEGRITY
as this can ensures that the TOE software
cannot be downgraded from a stable
version.
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The
threat
is
countered
by
O.USER_ACCESS_AUTHORIZATION that
ensures that only authorized users and
admins have access to the TOE resources
and, files and software, securing that no
uploading of code that can implement a
downgrade attack.
The threat is partially countered by
O.ACCOUNTABILITY since anyone
performing updates/changes on system
firmware is logged and held accountable
for the performed actions. Every
attempt to downgrade should be
reported.
T.CU_NETWORK
UNAUTHORIZED
ACCESS

O.ITS_USER_AUTHORIZATION
O.AUTHENTICITY_OF_RECEIVED
_DATA

The threat T.CU_NETWORK
UNAUTHORIZED ACCESS is covered
partially by
O.ITS_USER_AUTHORIZATION, since no
unauthorized users can gain access to
network/system resources.
The threat is countered by
O.AUTHETICITY_OF_RECEIVED_DATA as
this can ensures that the an
unauthenticated data from
unauthorized users will not be takeing
into account.

T.CU_FALSE_REPOR
TING

O.ITS_USER_AUTHORIZATION
O.AUTHENTICITY_OF_RECEIVED
_DATA
O.ACCOUNTABILITY

The threat T.CU_FALSERE_REPORTING is
covered partially by
O.ITS_USER_AUTHORIZATION, since no
unauthorized users have the ability to
falsely report.
The threat is countered by
O.AUTHETICITY_OF_RECEIVED_DATA as
this can ensures that the data send
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through the reporting channels are
generated by a legitimate source.
The threat is partially countered by
O.ACCOUNTABILITY since anyone
performing reports or claims to the
system is held accountable for the
performed actions.
A.PKI

OE.PKI

The operational environment objective
OE.PKI is realized through A.PKI.

A.HSM

OE.HSM

The operational environment objective
OE.HSM is realized through A.HSM.

A. TIME_POS

OE.TIME_POS

The operational environment objective
OE.TIME_POS is realized through A.
TIME_POS.

A.INTEGRATION

OE.INTEGRATION

The operational environment objective
OE.NTEGRATION is realized through
A.INTEGRATION.

A.TRUSTED_ADMIN

OE.TRUSTED_ADMIN

The operational environment objective
OE.TRUSTED_ADMIN is realized through
A.TRUSTED_ADMIN

A.TRUSTED_USER

OE.TRUSTED_USER

The operational environment objective
OE.TRUSTED_USER is realized through
A.TRUSTED_USER

A.DENIED_REMOTE_
CONNECTION

OE.DENIED_REMOTE_CONNECT
ION

The operational environment objective
OE. DENIED_REMOTE_CONNECTION is
realized through A.
DENIED_REMOTE_CONNECTION
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A. SERVICE CONTROL OE.
SERVICE
INTERFACE
INTERFACE

CONTROL The operational environment objective
OE. SERVICE CONTROL INTERFACEis
realized through A. SERVICE CONTROL
INTERFACE

4.3.4 Security functional policies for the CU
Information flow policy:
The Information Flow Control Policy regulates the transmission and reception of ITS
Messages. The policy imposes the following rules regarding the communication
between ITS entities:














A message is accepted only if it is digitally signed.
A message is transmitted only after signed digitally.
A message is accepted only if an authorization ticket verifies that the source is
authorized to use a specific service.
A transmission attempt is made only if there is an available valid authorization
tickets and certificates for the CU.
The message (incoming/outgoing) should in each and any case include:
o Message type
o Time Stamp
o Geo‐Position
o Digital signature and certificate validating the signer of the message.
A message is accepted only if it passes a plausibility check.
A message is accepted only if no replay attack is detected.
An outgoing message should always include a fresh, updated and accurate time
stamp and geo‐position, originating by the in‐vehicle sensors/localization
algorithms.
Digital signatures, cryptographic operations and certificates are managed,
calculated or provided by the HSM.
In case of a self‐test failure, no information flow should be allowed.
In case of failing plausibility checks or identified attacks, the CU is obliged to
report the misbehaving vehicle at the ITS authorities (enrolment,
authorization).

HSM Information Flow Control Policy
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This Information Flow Control Policy requires that the authenticity of the HSM is
ensured to allow information exchange over the CU – V2X HSM interface.
Access Control Policy:
The access control policy outlines the controls placed on ToE, physically and to the
hosted software, in order to limit and protect access to the system resources
(information, data and networks).












Every user of the system should operate using the least set of privileges necessary
to complete the job.
Each system user shall be identified by a unique user identity so that users can be
linked to and made responsible for their actions.
The use of group identities shall only be permitted where they are suitable for
the work carried out (e.g. audit accounts).
Records of user access details and log of modifications are kept in order to
provide evidence for security incident investigations.
Any unauthorised access shall be reported to the system administrator, to the ITS
management entity and authorities.
Physical Access shall only be granted on the authority, the system owner and
trained and trusted personnel verified by the service authorities.
Remote access through the radio interface shall not be allowed.
Over‐the‐air configuration or update of the CU shall not be allowed.
Remote management of ITS‐S through radio interface is allowed in the context of
the provided ITS service. This means that the ITS control entities (i.e. certification
authorities) have the right to activate/deactivate an ITS‐S remotely as a security
service described in [13] and [9]. It is noted that transmission
activation/deactivation is performed through ITS services and not with direct
access to the CU management.
Diagnostic and configuration ports shall only be enabled through the IVN or the
direct connection. Specific ports should be open in order to:
 gain access to log files.
 gain access to configuration files.
 gain access to management console.
All other ports shall be disabled or removed.
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All users gaining access to CU through IVN or direct connection shall have a
unique identifier which shall not be shared with other users.
All users shall be required to change their passwords at frequent intervals and in
accordance with the password management policy.



Authorization Policy:
Authorized users to access the CU resources and files shall be held accountable for their
actions within the CU.
Administrative authority for functional and security management shall be given only to
trusted users and it should be as restricted as possible supporting only the
administrative duties the use has. This role shall be separate and distinct from other
authorized users.
Authority shall only be given to users who are trusted to perform the actions
correctly.
4.3.5 Next step for the developed Protection Profile
The next steps in the development of the Protection Profile includes the disclosure of
the Security Functional Requirements (SFRs) in the CC notation and terminology for the
CU module PP.
In case, where the existing SFRs are found not able to cover a security control applied
to the application asset, an Extended Component should be defined using the CC
formalization. Thus, the next steps for the development of the PP includes:
‐
‐
‐
‐

Definition of extended components
Definition and customization of SFRs with application notes whenever required
Association of SFRs with specific Security Objectives.
The final step for the PP contains the Security Assurance Requirements that are
common for all PPs (base and modules) of this work.

These steps are not presented in this section, since they require a certain level of
familiarization with CC. The latest version of the complete module PP can be
downloaded from: https://www.safertec‐project.eu/publications/modular‐pp/
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The document is continuously updated based on reviews, test results and
recommendations. The reader is suggested to download and review the latest version.

5 Sensor Monitor Module
The PP components addressing and tackling challenges for the Protocol
Control/Communication unit module claim conformance to:
 Common Criteria for Information Technology Security Evaluation, Part 1:
Introduction and General Model; CCMB‐2017‐04‐001, Version 3.1, Revision 5,
April 2017
 Common Criteria for Information Technology Security Evaluation, Part 2:
Security Functional Components; CCMB‐2017‐04‐002, Version 3.1, Revision 5,
April 2017
 Common Criteria for Information Technology Security Evaluation, Part 3:
Security Assurance Components; CCMB‐2017‐04‐003, Version 3.1, Revision 5,
April 2017

5.1 Sensor Monitor ToE description – overview
The Target of Evaluation (TOE) addressed by this protection profile is the Sensor
Monitor asset, intended to be used in the vehicle system (V‐ITS ‐S).
A Sensor Monitor asset consists of the following components:







A sensor that collects information through measurement of an
environmental quantity or a vehicle state.
The sensor firmware that provides low‐level control for the sensor
hardware. The sensor firmware is executed on processing units that control
the sensor.
The sensor driver that plays the role of a software interface to sensor
resources exposed on the Service Control. Sensor drivers are installed on
Service Control hardware.
Sensor local data, including log and configuration data. Sensor monitor’s
data may be stored locally on the sensor hardware or on storage units (via
CAN bus) controlled by the Service Control.
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Different vehicles may contain different implementations of Sensor Monitor. The end‐
user may originate messages for transmission across the V2X or cellular links using the
Sensor Monitor.
Sensor Monitor’s available information may include:
a. GNSS data
b. Vehicle telematics including speed, acceleration, steering angle,
bearing, braking force etc.
c. Tire tread state, amount of fuel remaining etc.
d. Human input received from a proper user interface.
e. Radar measurements and other ITS‐relevant data not collected through
a cooperative ITS scheme.

5.2 Sensor Monitor Use Cases
[USE CASE 1] Outgoing message from Sensor.
The Sensor Monitor receives measurement data from the sensor and generates a
publisher IVN message in order to forward it to other V‐ITS‐S assets.
[USE CASE 2] Local Storage Content Generation
The Sensor Monitor generates data and stores them into local storage
[USE CASE 3] System access
A user attempts to connect to the Sensor Monitor configuration service/management
console/driver, in order to retrieve log/audit files, change operating configurations,
upgrade/update software.

5.3 Sensor Monitor Security Problem definition
5.3.1 Threats
This section describes the threats to be averted by the TOE independently or in
collaboration with its IT environment. These threats arise from the assets protected by
the TOE and the method of TOE’s use in the operational environment.
The threats are defined in the following table.
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Label
T.ACCESS

T.DESIGN

T.ENVIRONMENT

T.HARDWARE

T.MECHANICAL

T.SENSOR_DATA

T.SECURITY_DATA

T.SOFTWARE

T.TESTS

T.POWER_SUPPLY

Threat
A vehicle unit or other device (under control of an attacker)
could try to use functions not allowed to them, and thereby
compromise the integrity or authenticity of Sensor
monitor’s data.
An attacker could try to gain illicit knowledge of the Sensor
design, either from manufacturer’s material (e.g. through
theft or bribery) or from reverse engineering, and thereby
more easily mount an attack to compromise the integrity
or authenticity of Sensor monitor’s data.
An attacker could compromise the integrity or authenticity
of Sensor monitor’s data through physical attacks on the
Sensor (thermal, electromagnetic, optical, chemical, and
mechanical).
An attacker could modify the Sensor hardware, and
thereby compromise the integrity or authenticity of Sensor
monitor’s data.
An attacker could manipulate the Sensor input, for
example, by disconnecting the CAN bus, such that Sensor
monitor’s data does not accurately reflect the vehicle’s
state.
An attacker could add to, modify, delete or replay the
vehicle’s Sensor monitor’s data, and thereby compromise
the integrity or authenticity of Sensor monitor’s data.
An attacker could gain illicit knowledge of secret
cryptographic keys during security data generation or
transport or storage in the equipment, thereby allowing an
Other Device to be connected.
An attacker could modify Sensor software during
operation, and thereby compromise the integrity,
availability or authenticity of Sensor monitor’s data.
The use by an attacker of non‐invalidated test modes or of
existing back doors could permit manipulation of sensor
monitor’s data.
An attacker could vary the power supply to the Sensor, and
thereby compromise the integrity or availability of Sensor
monitor’s data.
Table 12: Threats for the Sensor Monitor TOE
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5.3.2 Assumptions
This section specifies the assumptions on the TOE environment that are necessary for
the TOE to meet its security objectives.
Label
Assumption
A.CONTROLS
Law enforcement controls of the TOE will be performed
regularly and randomly, and must include security audits (as
well as visual inspection of the TOE).
Table 13: Assumptions for the Sensor Monitor TOE

5.3.3 Organisational security policies
The following organisational security policies are to be enforced by the TOE and the
TOE environment.
Label
P.CRYPTO

Organisational Security Policy
The cryptographic algorithms and keys shall be used where
data confidentiality, integrity and authenticity need to be
protected.
Table 14: Organisational Security Policy for the Sensor Monitor TOE

5.4 Sensor Monitor Security objectives
The security objectives provide a concise statement of the intended response to the
security problem. It will describe which security needs will be addressed by the TOE
and which will be addressed by the TOE environment, in the form of a statement of
security objectives.
5.4.1 Security objectives for the asset
Label
O.SENSOR_MAIN

O.ACCESS
O.AUDIT

Security objectives for the TOE
The authentic sensor monitor’s data transmitted by
the TOE must be provided to the vehicle unit, to
allow the vehicle unit to accurately determine the
movement of the vehicle in terms of speed and
distance travelled.
The TOE must control access to functions and data.
The TOE must audit attempts to undermine its
security.
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Label
O.AUTHENTICATION

Security objectives for the TOE
The TOE must authenticate a connected user
(vehicle unit) before allowing access to data and
functions.
The TOE must ensure that processing of input to
derive sensors data is accurate.
The TOE must provide a reliable service.

O.PROCESSING
O.RELIABILITY
O.PHYSICAL

The TOE must resist attempts to access TSF
software, and must ensure that physical tampering
attacks on the TOE hardware can be detected.

O.SECURE_COMMUNICATION The TOE must secure data exchanges with the
vehicle unit.
O.CRYPTO_IMPLEMENT
The cryptographic functions must be implemented
within the TOE.
O.SOFTWARE_UPDATE

Where updates to TOE software are possible, the
TOE must accept only those that are authorized.

Table 15: Security objectives for the Sensor Monitor TOE

5.4.2 Security objectives for the operational environment
The following security objectives are directed to the TOE’s operational environment,
i.e. the operational environment of the Sensor Monitor asset. The operational
environment should ensure that these objectives are achieved in order to meet the
defined threats and OSPs.
Specific phase
DESIGN PHASE

Short name
OE.DEVELOPMENT

Security objective for the
environment
Developers must ensure that
the
assignment
of
responsibilities during TOE
development is done in a
manner which maintains IT
security.
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Specific phase
MANUFACTURING
PHASE

Short name
OE.MANUFACTURING

Manufacturers must ensure
that the assignment of
responsibilities
during
manufacturing of the TOE is
done in a manner that
maintains IT security, and that
during the manufacturing
process the TOE is protected
from physical attacks that
might compromise IT security.

OE.DATA_GENERATION

Security data generation
algorithms must be accessible
to authorized and trusted
persons only.

OE.DATA_TRANSPORT

Security data must be
generated, transported, and
inserted into the TOE in such a
way as to preserve its
appropriate
confidentiality
and integrity.

OE.DATA_STRONG

Security data inserted into the
TOE before operation must be
cryptographically strong.
Disabled test points ‐ All
commands, actions or test
points, specific to the testing
needs of the manufacturing
phase of the TOE must be
disabled or removed before
the end of the manufacturing
process.

OE.TEST_POINTS

INSTALLATION
PHASE

Security objective for the
environment

OE.APPROVED_WORKSHOPS Installation, calibration and
repair of the TOE must be
carried by trusted and
approved fitters or workshops.
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Specific phase

OPERATIONAL
PHASE

Short name

Security objective for the
environment

OE.CORRECT_PAIRING

Approved
fitters
and
workshops must correctly pair
the TOE with a vehicle unit
during the installation phase.

OE.MECHANICAL

A means of detecting physical
tampering
with
the
mechanical interface must be
provided (e.g. seals)

OE.REGULAR_INSPECTION

The TOE must be periodically
inspected in order to detect
signs of interference with TOE
hardware.

OE.CONTROLS

Law enforcement controls
must be performed regularly
and randomly, and must
include security audits.

OE.CRYPTO_ADMIN

All requirements concerning
handling and operation of the
cryptographic algorithms and
keys must be fulfilled.

OE.EOL

When no longer in service the
TOE must be disposed of in a
secure manner, which means,
as a minimum, that the
confidentiality of symmetric
cryptographic keys has to be
safeguarded.

Table 16: Security objectives for the operational environment of the Sensor Monitor TOE

5.4.3 Security objectives Rationale
The following tables provide a mapping of security objectives both for the TOE and the
TOE environment to the environment defined by the threats, policies and assumptions,
illustrating that each security objective for the TOE covers at least one threat or policy,
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and that each security objective for the TOE environment covers at least one policy,
threat or assumption.

X

P.CRYPTO

A.CONTROLS

X

T.POWER_SUPPLY

T.SENSOR_DATA

X

T.TESTS

T.MECHANICAL

X

T.SOFTWARE

T.HARDWARE

X

T.SECURIY_DATA

T.ENVIRONMENT

O.SENSOR_MAIN
O.ACCESS
O.AUDIT
O.AUTHENTICATION
O.PROCESSING
O.RELIABILITY
O.PHYSICAL
O.SECURE_COMMUNICA
TION
O.CRYPTO_IMPLEMENT
O.SOFTWARE_UPDATE
OE.DEVELOPMENT
OE.MANUFACTURING
OE.DATA_GENERATION
OE.DATA_TRANSPORT
OE.DATA_STRONG
OE.TEST_POINTS
OE.APPROVED_WORKSH
OPS
OE.CORRECT_PAIRING
OE.MECHANICAL
OE.REGULAR_INSPECTIO
N
OE.CONTROLS
OE.CRYPTO_ADMIN
OE.EOL

T.DESIGN

T.ACCESS

Table 17: Relationship between threats and objectives for the Sensor Monitor TOE

X

X
X
X

X

X
X
X

X
X
X
X

X
X

X

X
X

X
X

X
X
X

X
X
X

X

X
X

X
X
X
X
X

X
X
X

X
X

X

X
X
X

X

X
X

X
X

X
X

X
X

X

X
X

X

X

X

X

X

X

X

X
X

X
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5.5 Sensor Monitor Security Requirements
The next steps in the development of the Protection Profile includes the disclosure of
the Security Functional Requirements (SFRs) in the CC notation and terminology for the
Sensor Monitor Module PP.
In case, where the existing SFRs are found not able to cover a security control applied
to the application asset, an Extended Component should be defined using the CC
formalization. Thus, the next steps for the development of the PP includes:
‐
‐
‐
‐

Definition of extended components
Definition and customization of SFRs with application notes whenever required
Association of SFRs with specific Security Objectives.
The final step for the PP contains the Security Assurance Requirements that are
common for all PPs (base and modules) of this work.

These steps are not presented in this section, since they require a certain level of
familiarization with CC. The latest version of the complete module PP can be
downloaded from: https://www.safertec‐project.eu/publications/modular‐pp/
The document is continuously updated based on reviews, test results and
recommendations. The reader is suggested to download and review the latest version.

6 Vehicle Control (Human Machine Interface) Module
This Module PP claims conformance to:






Common Criteria for Information Technology Security Evaluation, Part 1:
Introduction and General Model; CCMB‐2017‐04‐001, Version 3.1, Revision 5,
April 2017
Common Criteria for Information Technology Security Evaluation, Part 2:
Security Functional Components; CCMB‐2017‐04‐002, Version 3.1, Revision 5,
April 2017
Common Criteria for Information Technology Security Evaluation, Part 3:
Security Assurance Components; CCMB‐2012‐09‐003, Version 3.1, Revision 4,
April 2017
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6.1 Vehicle Control (Human Machine Interface) – overview
6.1.1 TOE overview
The Target of Evaluation (ToE) addressed by this PP is an HMI Application that can be
installed either in a dashboard screen (on top of an on‐board Android Operating
System) of the V‐ITS‐S or in a handheld Android device of the vehicle’s users. This
application offers the following functionalities:




It visualizes the information received from the APP OBU as well as enabling the
transmission of data to the V2X OBU and the Cloud‐based services (via APP
OBU).
Software‐wise, the HMI can be any Android application capable of showing
various pieces of information (e.g., about the vehicle’s position, traffic
conditions, road events and/or traffic light information) and occasionally
provide to its user the options to send requests (e.g., priority‐request messages
to road‐side units or cloud‐based services).

6.1.2 TOE definition and operational usage
The Target of Evaluation (TOE) addressed by this protection profile is an Android SW
Application intended to be used in the V‐ITS system as the visualizer of informative
content to the driver/passengers. The Application is a SW instance that can be installed
in an available Android environment (OS).

Figure 11 The HMI App is installed in the vehicle dashboard HMI module

In the operational phase the ToE is typically connected to the vehicle’s OBUs via the in‐
vehicle network. This is materialized through wired connections over either the ETH or
the CAN bus. The vehicle HMI module (i.e., the HMI display of the head unit equipped
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with an android environment) may expose a USB interface (see Figure 11) typically for
the driver/passenger to access an on‐board infotainment platform.
A secondary configuration consists of a handheld Android device hosting the HMI app
and being connected with the V‐ITS‐S through in‐vehicle wireless connections (see
Figure 12). Those connections can be realized either by Bluetooth of WiFi technology.

Figure 12 A secondary configuration: the HMI App is installed in a handheld Android device

Furthermore, the ToE can establish connection to infrastructure/services outside the
vehicle via a plethora of communication means (e.g., cellular communications,
3G/4G/LTE as well as WiFi). However, the HMI application for user‐vehicle interaction
should be fully isolated from any other means of communication.
In both configurations the ToE is enabled to display informative content and/or
infotainment services either on the infotainment display of the head unit (see Figure
11) or on the display of a handheld device (see Figure 12). In both cases the hosting HW
needs to support the Android environment.
The ToE may occasionally be connected to specific equipment for management
purposes, as defined by the manufacturer. Such connections are not addressed by this
PP; they must be defined by the manufacturer shown not to introduce exploitable
vulnerabilities.
6.1.3 TOE security features for operational usage
The Android HMI app aims to project informative messages in such a way as to make
the driver aware of road/vehicle incidents and (when the driving scenario is relevant)
prevent possible accidents.
The TOE’s operational usage involves the following security features:
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Software authenticity
Authentication of user and prevention of unauthorised access

The corresponding security service (towards that end) is



Application signing in Play Store portal
Password protected access to the offered functionality

6.1.4 TOE Type
The TOE is an Android application and an Android device that hosts the specific
application.
6.1.5 Non‐ToE hardware/software/firmware
The TOE is an Android Application requiring an appropriate combination of HW and SW
environment to support its execution. The underlying HW needs to efficiently support





Minimum Android version
GPS receiver, Accelerometer, and other relevant sensors and sensor monitors
Execution of decision‐making ITS Application(s)
Network connectivity (through IVN and/or 3G&beyond)

Finally, the HMI application is an independent product and does not need any
additional hardware/software/firmware to ensure the security of the TOE.

6.2 Use Cases
The specific PP module uses the SAFERtec‐defined use cases (see Table 18) considered
in [4] as reference. The SAFERtec use cases are a subset of the ITS use cases described
in [54] and [19].
Use Case ID

Use Cases

UC‐01

Optimal Driving Speed Advice

UC‐02

Provision of Real‐Time Traffic‐Hazard Information

UC‐03

Priority Request in Intersection‐Crossing

UC‐04

Optimal Driving Speed Advice (Cloud‐based)

UC‐05

Provision of Real‐Time Traffic Information (Cloud‐based)

UC‐06

Personalized provision of driving‐advices (Cloud‐based)
Table 18 SAFERtec Use cases (as reference)
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The generic use cases as discussed in the Communication Unit/Protocol Control
Module (such as message reception/transmission to R‐ITS‐S and/or V‐ITS‐S entities
through adhoc V2X or cellular networks) are compatible with the content of this PP. An
exception to this rule is data storage.

6.3 Security Problem Definition
This Section provides the Security Problem Definition in general terms for the HMI
Android App considering both identified configurations.
6.3.1

Introduction

The security problem definition identifies the assets and then specifies the threats,
organizational security policies and security usage assumptions.
6.3.2 Assets
The primary assets to be protected by the TOE are:
no
1

Asset
The .APK file and its operation

2

Incoming messages

Definition
The Android HMI application instance and
the desired functionality (i.e., software
asset)
Data received by the TOE

3

Outgoing messages

Data transmitted by the TOE
Table 19 Primary TOE Assets

The protection of the primary assets relates to the secondary assets which are:
no
Asset
4 Operating System

Definition
The Android environment

5

The HW hosting the Android environment
where the TOE is installed

TOE hardware

Table 20 Secondary TOE Assets

6.3.3 Subjects and external entities
This Protection Profile considers the following subjects, who can interact with the TOE
no

Role

Definition
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1

Application developer

Typically,
active
only
during
development/testing/upgrade phase of the
TOE (and not during its normal operation) ‐
listed here for the sake of completeness.
active during normal operation of the TOE

2

Normative user

3

Attacker/malicious user

A human (or a process) located outside the
TOE and trying to undermine the security
policy defined by the current PP

Table 21 Subjects and external entities

Application note 1: The subject Application developer is not included in the
security functional requirements because this PP describes the TOE only for the
phase of end‐user operation.
Application note 2: This table defines the subjects interacting with the TOE
independently of their nature (i.e., humans or processes).
6.3.4 Threats
This section describes the threats to be averted by the TOE independently or in
collaboration with its IT environment. The list combines results from the risk analysis
of [6](marked with red), the and the V2X C2C Gateway Protection Profile [46] (marked
with green).
These threats become relevant to the TOE assets and its operational environment. The
threats are defined in the following table:
Label
T.HMI_SOURCE
T.HMI_DATA_LEAKAGE

T.HMI_APP_UNAUTHORIZED_USAGE

Threat
The attacker could falsify the ToE source
providing a mock‐up Android App.
Attackers could try to leak data from the TOE
to third parties who should not receive this
data. The threat includes disclosure of
functional, location, personal information, ID,
or SW details.
Humans could try to access functions not
allowed to them, to modify, delete user data
or mispresent driver activities.
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T.HMI_INCOMING_DATA_
MANIPULATION

T.HMI_OUTGOING_DATA_
MANIPULATION

T.HMI_IVN_DATA_MANIPULATION

T.HMI_HARDWARE_SABOTAGE

T.HMI_TOE_SW_
ENVIRONMENT_ALTERATION

T. HMI_IVN_TAMPERING
T. HMI_SW_DISCLOSURE

A successful modification of incoming data to
the TOE from other sources would allow an
attacker to deliver malicious/faulty to the
vehicle driver/passengers.
A successful modification of incoming data to
the TOE from other sources would allow an
attacker to deliver malicious/faulty to the
vehicle driver/passengers.
That threat involves data of the IVN (either
incoming or outgoing of the TOE)
Result of attacks that require physical access
and actions to the TOE hosting device.
An attacker could alter the Android
environment (e.g., install a different version).
In case of non‐compatibility an attacker
potentially performs a DoS attack. (this is a
superset of a downgrade attack)
Covered by the
T.HMI_DATA_MANIPULATION threat.
Covered by the T.HMI_DATA_LEAKAGE
threat.

Table 22 Identified HMI TOE threats

6.3.5 Assumptions
This section describes the assumptions that are made about the operational
environment of the TOE. If the TOE resides in an operational environment that does
not fulfil these assumptions, it may be unable to operate in a secure manner.
Table 23 Assumptions on the HMI TOE environment

Name

Assumptions on the TOE operational environment

AE.HMI_DEVICE

It is assumed that the installation device of the ToE is
physically secure
It is assumed that the Android OS required by the ToE
and the relevant system resources are not tampered
and operate according to nominal behaviour

AE.HMI_OS_ENVIROMNENT

AE.HMI_TRUSTED_DEV

It is assumed that the TOE developer is trustworthy and
well‐trained
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Name

Assumptions on the TOE operational environment

AE.HMI_TRUSTED_NORUSER

The TOE normative users are not malicious and do not
attempt any physical tamper the TOEs hardware

AE.HMI_SERVICE_CONTROL_INTERFACE IVN access, i.e. the interface with the Service Control is
managed and control by Service Control and thus in the
context of this module, it is assumed trusted.
Software agent that generates data to be sent to the TOE
or received by the TOE relying on the Service Control
over an IVN interface.

AE.HMI_SOFTWARE_AGENT

In the following table we present an assumption that relates to the TOE
implementation.
Table 24 Assumptions on the HMI TOE

Name

Assumptions on the TOE

A.HMI_WIRELESS_MOB_MESSAGES

It is assumed that the ToE does not accept malicious
incoming messages from the wireless medium, i.e.
interconnection with IVN is secured (by Service Control)
and the HMI app is isolated from irrelevant internet
traffic.

6.3.6 Organizational Security Policies
The following organizational security policies will be enforced by the TOE, its
environment or a combination of the two. The organizational security policies are
provided in the following table.

Name

Organizational Security Policy

P.SECURE_MANAGEMENT

The TOE shall provide management means for the
authorized administrator to manage the TOE in a secure
manner.

6.4 Security Objectives
This section identifies the security objectives for the TOE and for its operational
environment. The security objectives are a concise and abstract statement of the
intended solution to the problem defined by the security problem definition.
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6.4.1 Security Objectives for the ToE
The TOE security objectives address the protection to be provided by the TOE
independent of the TOE environment. They are presented in the following table.
Security Objective

Description

O.HMI_STORED_DATA_ SECURITY

The TOE must be able to ensure protection of data
against unauthorized access or corruption

O.HMI_DATA_ AVAILABILITY

The TOE must be able to ensure the availability of the
generated/processed data

O.HMI_SOFTWARE_UPDATE

The TOE must support a link to its previous version
and its origin3

O.HMI_DATA_PROCESSING

The TOE must ensure that the processing of input
data (to shape the information to the user) must
be accurate.

O.HMI_RELIABILITY

The TOE must ensure a reliable operation.

O.HMI_USER_AUTHORIZATION

The TOE shall ensure that only authorized users can
use the HMI Android App and transmit data.
Table 25 HMI TOE security objectives

6.4.2 Security Objectives for the Operational Environment
The security objectives for the operational environment refer to the protection that
must be provided by the TOE environment, independent of the TOE itself, and are listed
in the table below.

Security Objective

Description

OE.INTEGRITY_OF_TRANSMITTED_DATA

The integrity of transmitted data by the
TOE should be ensured.

OE.INTEGRITY_OF_RECEIVED_DATA

The integrity of received data by the TOE
should be ensured.

OE.CONFIDENTIALITY_OF_TRANSMITTED_DATA

The confidentiality of transmitted data by
the TOE. Should be ensured

3 When a software update is implemented in the TOE source code, the ST author must add iterations

of FCS components to describe the approach employed to protect the authenticity and integrity of
the update
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Security Objective

Description

OE.AUTHETICITY_OF_RECEIVED_DATA

The TOE shall ensure the authenticity of
the received data.

OE.TRUSTED_ADMIN

The TOE Administrator is trustworthy and
well‐trained.

OE.TRUSTED_USER

The TOE users are not hostile, and they
do not attempt any physical tamper of
the TOEs hardware subcomponents.

OE.DENIED_REMOTE_CONNECTION

The TOE is not accessible
(functionality/management/administrativ
e services) through a mobile network
interface. Bluetooth and/or wifi in‐vehicle
communications can be established only
in the secondary configuration.

OE.OTA

No Over – The – Air update (OTA) is
allowed.

OE. SERVICE CONTROL INTERFACE

IVN access, i.e. the interface with the
Service Control is managed and control by
Service Control and thus in the context of
this module, it is assumed trusted.

6.4.3 Next step for the developed Protection Profile
The next steps in the development of the Protection Profile includes the disclosure of
the Security Functional Requirements (SFRs) in the CC notation and terminology for the
HMI‐Vehicle System Control module PP.
In case, where the existing SFRs are found not able to cover a security control applied
to the application asset, an Extended Component should be defined using the CC
formalization. Thus, the next steps for the development of the PP includes:
‐
‐
‐
‐

Definition of extended components
Definition and customization of SFRs with application notes whenever required
Association of SFRs with specific Security Objectives.
The final step for the PP contains the Security Assurance Requirements that are
common for all PPs (base and modules) of this work.
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These steps are not presented in this section, since they require a certain level of
familiarization with CC. The latest version of the complete module PP can be
downloaded from: https://www.safertec‐project.eu/publications/modular‐pp/

The document is continuously updated based on reviews, test results and
recommendations. The reader is suggested to download and review the latest version.

7 SAFERtec Implementation
7.1 Mapping of real‐world implementation to SAFERtec assets/modules
In the SAFERtec approach, the V‐ITS‐S breakdown was made in high‐level assets and
modules, in order to:



be compliant with the approach described in [7].
propose a relatively generic architecture that may be compatible with multiple
configurations and various implementation approaches, that may include
multiple and heterogeneous pieces of software and hardware. The same goal
led to the definition of the high‐level functional and data assets in [7], thus it
was decided to follow the same path.

The first difficulty when trying to apply the SAFERtec approach on a real‐world system
is to fit the PP assets and modules into the hardware/software components that
interact and cooperate with each other in order to realize the V‐ITS‐S system
functionalities.
The purpose of this paragraph is to provide some rules and guidelines in order to
perform mapping of the implementation assets and components into assets/modules
of the SAFERtec PP.
As a summary of the pre‐described architecture, the overall system is decomposed in
the following assets and modules:
Assets
Application
Data assets (databases)
Service Control
Modules
Communication Unit (Protocol Control)
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Sensor Monitor
Vehicle System Control (HMI)
HSM
It is noted that the modules are also high‐level assets described by PP modules, rather
than being included into the base PP. However, for the specific analysis there is no
reason to distinguish between assets and modules, and therefore, all the high‐level
assets/modules are denoted as assets.
Generally, there are two basic implementation approaches regarding the hardware
components used for the V‐ITS‐S:




The centralized approach, where all (or the vast majority) of the system
components is hosted by a single hardware unit – that can be considered as an
in‐vehicle super computer. All software is hosted into the specific hardware and
all interfaces/connector are parts of the hardware peripherals (Figure 7).
The distributed approach, where various pieces of hardware (usually coming
from different OEMs) are interconnected with each other through interfaces
and network components in order to compose the V‐ITS‐S (Figure 8).

In terms of description and ease of manipulation the distributed approach presents
significant challenges. In the centralized approach all assets are implemented into the
same piece of hardware. On the other hand, in the distributed approach, each asset
may be implemented by various hardware and software components. In Figure 13, the
SAFERtec testing bench, a characteristic implementation following the distributed
approach, is presented, highlighting the complexity and diversity of hardware
components participating into the system.
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Figure 13: Testing bench view of the connected vehicle system (Image from D4.2)

Figure 14: Hardware and software entities of the SAFERtec bench, information flow and associated SAFERtec
partners (OEMs responsible for the implementation)
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In Figure 14, a detailed block diagram of the SAFERtec bench implementation is
presented. In the diagram, the reader may identify:





The main functional hardware components of the system, namely: the V2X
OBU, the VBOX, the IVN Gateway, the 3G/4G modem, the HSM, the HMI, the
GNSS receiver etc.
The main functional software components of the system, namely the protocol
layers, the applications, the data broker, APIs etc.
The SAFERtec OEM that was responsible for each component based on the work
conducted in the course of WP4.

From Figure 14, it becomes clear that the system breakdown into the high‐level assets
may become a cumbersome task. In order to perform the distinction of components,
the reader has to take into account the definition of each asset and based on the
functionality of each hardware/software component, assign the component to an
asset.
In order to facilitate this procedure, the following rules are provided:








All radio (hardware) components that implement the communication of the V‐
ITS‐S with the external ITS ecosystem, are part of the Communication Unit asset.
The firmware/middleware of the radio equipment is part of the Communication
Unit asset.
All software components implementing the Protocol Stack for the
communication of the V‐ITS‐S with the external ITS ecosystem, from the
Physical Layer to the Facility Layer is considered part of the Communication
unit. Only the Application layer is excluded.
All software components that manage and evaluate ITS information –
implementing the various ITS services and use cases are part of the Application
asset. It is emphasized that the specific software components do not a)
implement parts of the protocol stack (part of the protocol control) or b)
implement inter‐asset communication of vehicle components (part of the
service control).
Regarding the implementation of security functions like cryptography or
integrity protocols are:
o Part of the protocol control if they are described explicitly by an ETSI ITS
standard.
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o Part of the protocol control if they are implemented as part of the
Physical, Medium Access, Radio Link, Network, or Transport Layer. In
this context, they should be described by the mobile radio standard (e.g.
LTE integrity, authentication and encryption protocols).
o All other security services implemented in the Application Layer that are
not explicitly described by the communication protocol standard are
part of the Application asset.
Key and certificate management and storage is performed by the HSM.
All network components that implement the in‐vehicle networking are
considered part of the Service Control asset. All different interfaces (wired or
wireless) are part of the Service Control, as long as interconnect interior
components of the V‐ITS‐S.
All inter‐asset communication is managed by the Service Control and thus it is
considered part of the Service Control asset. Inter‐asset communication in
SAFERtec is assumed to follow a publisher‐subscriber / producer‐consumer/
request‐reply scheme. All brokers and agents (software modules) implementing
these functionalities are part of the Service Control. Here it should be noted
that the agents play the role of the interface between assets. In this context an
agent is always installed on other assets. For example, in order to implement
the communication between the Communication Unit and the Service Control,
an agent should be installed in the Communication Unit and another in the
Service Control. However, despite the fact that the specific software module is
hosted by the Communication Unit – it is managed and controlled by the Service
Control and thus it is considered part of it.
An Application Programming Interface, i.e. a programming framework, libraries,
functions, classes etc. that allows and controls access to internal functional
elements or data resources from entities beyond the boundaries of the
application is considered part of the application.
System databases that expose interfaces and data to assets, users and services
inside the vehicle are part of the database asset of the system. Databases that
remain interior to a specific asset, are not considered part of the database asset
and they are considered local storage data of the specific asset.
All computing units that are not embedded to sensors, the HMI or the
communication unit are administrated by the Service Control. The hardware
component that hosts the Application and the LDM is part of the Service
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Control. The storage units hosted by the aforementioned computing units and
possible Network‐ Attached Storage (NAS) are considered part of the Service
Control.
IVN routers and gateways are considered part of the Service Control.
Shared storage space is considered part of the Service Control. External storage
devices and interfaces for the attachment of storage devices (e.g. card readers,
USB interfaces etc.) are part of the Service Control. Storage Space that remains
internal to a specific asset (and it is not shared externally in respect to the asset)
are part of the specific asset. For example, a USB interface for the attachment
of USB storage devices on the Communication Unit, that is not accessible by any
entity that is not part of the Communication Unit (internal or external to the V‐
ITS‐S) is isolated and thus part of the Communication Unit.
The HMI component include:
o A computing unit that hosts the HMI application and services.
o The software that implements the HMI.
o Video display (usually touch‐screen) and a video adapter that sends
visual messages to the driver and/or the passengers.
o Audio adapter for audio notifications, warnings and alarms to the driver
or the passengers.
HMI application should not be confused with the ITS application. The HMI is
simply a presentation application.
The Sensor Monitor includes assets that provide relevant environmental data
to the Service Control for distribution to the other functional assets of the ITS‐
S. Generally, Sensor Monitor asset consists of the following components:
o A sensor – or else a source of information (through measurement) of an
environmental quantity or a vehicle state.
o The sensor firmware that provides low‐level control for the sensor
hardware. The sensor firmware is executed on processing units that
control the sensor.
o The sensor driver, i.e. the computer process that operates and controls
the sensor that is attached to a computing device. The driver plays the
role of a software interface to sensor resources exposed on the Service
Control. Sensor drivers are installed on Service Control hardware.
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o Sensor local data, including log and configuration data. Sensor data may
be stored locally on the sensor hardware or on storage units controlled
by the Service Control.
Since the Service Control asset manages communication between entities of the V‐ITS‐
S, it is implemented as a composition of computational, storage resources, network
components and busses. This is depicted in Figure 15.

HSM

Comm Unit
Producer

SENSOR
Monitor 2

Consumer

Producer

Producer

Web API

Network Rings (ETH and CAN)
ITS APPLICATION 2

SENSOR
Monitor 1

Data Broker
Storage 1

Storage 2

Shared computing units

Hypervisor
Internal computing unit busses

Producer Consumer
ITS APPLICATION 1

Computing Unit

Figure 15: Description of the Service Control (green)

Another attempt to schematically depict the distinction between components and their
classification to high level assets, is presented in Figure 16. The color code in the specific
figure is the following: a) the shades of green indicate Service Control components, b)
the shades of yellow/orange indicate Application asset components, c) the shades of
blue indicate the Database assets, d) the shades of pink indicate the Protocol Control
(Communication Unit) asset.
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Figure 16: Roles and interconnection of V‐ITS‐S assets

The aforementioned definitions, rules and guidelines were applied to the V‐ITS‐S
implementation of the SAFERtec test bench. The methodology was applied in the
architecture of Figure 14. The results are presented in Figure 17.
The distribution of components into different assets is presented using the color code
that is attached to the figure label.
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MAPPING of Assets‐Modules in hw/sw/network components of the V‐ITS‐S
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Figure 17: Distribution of system components of the SAFERtec bench to high level assets of the SAFERtec architecture
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7.2 Possible entry points
In this Section, an attempt is made to define the entry points, i.e. the specific interfaces that
facilitate the access of a malicious user to the V‐ITS‐S resources. Mapping of the Entry Points
also provide insight on how a specific threat of the aforementioned sets in the description of
the system assets/modules can be realized.
The following entry points have been identified:
Vehicle System Control (HMI) can be accessed by:







The ITS Application – a corrupted application may lead to HMI malfunction, since it
will be used to propagate erroneous messages and alarms,
Network interfaces – most commonly Ethernet and/or CAM. In some cases, an in‐
vehicle wireless connection may exist (Bluetooth – WiFi). It is noted that security over
in‐vehicle radio networks are out of the SAFERtec scope.
USB – corrupted files, installations, and executables using USB interface (or malicious
devices implementing physical attacks like short‐circuits) may provide malicious
access to the HMI.
I/O interfaces – the HMI may have specific I/O interfaces for direct access (e.g. mini‐
USB, Type C, Serial Ports, debug ports etc.). These interfaces are intended to be used
for admin/developer access in order to update software/firmware, and therefore
prohibition of unauthorized access is critical.

Sensor Monitor can be harmed using the following entry points:






Network interfaces – most commonly Ethernet and/or CAM. Access can be obtained
through the service control.
I/O interfaces –for direct access intended to be used for admin/developer access in
order to update software/firmware, and therefore prohibition of unauthorized access
is critical. Usually, debug ports (serials JTAG etc.).
Through tampered measurements – For example, assuming a GNSS devices as the
sensor, a fake GPS may tamper the location of the vehicle.
Internal failure of the sensor monitor (even if not caused by a malicious entity) may
have equivalent results.

Communication Unit can be harmfully accessed:



Through the radio link, i.e. through the implemented radio interface that provides
connectivity between the V‐ITS‐S and the ITS ecosystem.
Through network interfaces – most commonly Ethernet and/or CAM. Access can be
obtained through the service control.
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Through I/O interfaces –for direct access intended to be used for admin/developer
access in order to update software/firmware, and therefore prohibition of
unauthorized access is critical. Usually, debug ports (serials JTAG etc.).
Through USB, memory cards and external storage interfaces – corrupted files,
installations, and executables using specific interface may provide an entry point to a
malicious entity.
Through Internal failure of the communication unit (even if not caused by a malicious
entity) may have equivalent results.

The entry points for the aforementioned assets are schematically presented in Figure 18.

Figure 18: Entry Points ‐ Communication Unit, HMI, Sensor Monitor
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Figure 19: Entry Points – Service Control and Application

As far as the application is concerned, two main subcases are identified: a) the Application
exploits ITSG5 connectivity, b) the Application exploits cellular connectivity.
The application and database assets may be affected by:








A tampered RSU or Vehicle that distributes false information (ITSG5).
A tampered Backend service or source information provided by the C‐ITS (3G/4G/5G).
A corrupted database (Local Dynamic Map or Local Vehicle Information) that may
prohibit access to data or distribute false information.
A malicious user with access to the Application resources, through network interfaces
– most commonly Ethernet and/or CAM. Access can be obtained through the service
control.
A fake or tampered sensor feeding erroneous information.
Internal crash of the application (even if not caused by a malicious entity) may have
equivalent results

Finally, since the Service Control manages all information exchange between the assets,
practically all aforementioned entry points may be identified.
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Thus, for the Service Control asset, identified entry points are:









A malicious user with access to the Application resources, through network interfaces
– most commonly Ethernet and/or CAM. Access can be obtained by switches, hubs
and routers contained in the Service control.
A corrupted database (Local Dynamic Map or Local Vehicle Information) that may
prohibit access to data or distribute false information.
I/O interfaces –for direct access intended to be used for admin/developer access in
order to update software/firmware, and therefore prohibition of unauthorized access
is critical. Usually, debug ports (serials JTAG etc.).
USB, memory cards and external storage interfaces – corrupted files, installations, and
executables using specific interface may provide an entry point to a malicious entity
The ITS Application – a corrupted application may lead to Service Control malfunction
with e.g. the conduction of DoS attacks.
Through radio interfaces – if no firewall or port exclusion is being performed it can be
possible for an external user to route in the IVN through the radio interfaces.

The entry points for the aforementioned assets are schematically presented in Figure 19.
The presentation of entry points aims to highlight the security dependencies between the
system assets. As an example, the prohibition of remote connection through the radio
interface, ensures that no external user may connect to the IVN through the radio interfaces,
therefore, the Service Control is indirectly protected. In another example, the use of proper
authorization credentials and integrity checks on the radio level (Communication Unit/
Protocol Control) will prohibit the propagation of false, malicious information to the
Application through Service Control.
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Annex A: The Protection Profile documents
The set of live documents with the current instantiation of the SAFERtec modular protection
profile is provided in the following link:
https://www.safertec‐project.eu/publications/modular‐pp/
The readers and reviewers are encouraged to download and review the latest Protection
Profile that contains the full description of the Modular PP proposed by SAFERtec. The live
documents will include all the latest modifications after taking account provided
recommendations by experts with the objective to minimize uncertainties and maximize the
SAFERtec footprint and effectiveness. The latest Protection Profile documents are publicly
available and can be downloaded by the aforementioned link.
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